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Preface

This document is intended to conform to the Common Criteria for Information Technology Security Evaluation (CCIMB-99-031, aligned with ISO/IEC 15408:1999) Version 2.1 (August 1999) at Evaluation Assurance 

Level 3.
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Foreword

This document, COE KPC Security Certification Criteria Protection Profile, is issued by the Defense Information Systems Agency (DISA). This protection profile is based on the Defense Information Infrastructure (DII) Common Operating Environment (COE) Kernel Platform Certification (KPC) Program, Program Document Draft - Version 1.1, Appendix E, Security Certification Criteria, dated 31 May 2001 (further referred to as KPC Appendix E).  The criteria found in the KPC Appendix E were drawn from the Defense Information Infrastructure (DII) Common Operating Environment (COE) Security Software Requirements Specification (SRS), Version 4.1 – 15 October 1999.  In turn, the criteria found in the COE SRS were drawn partly from the C2 level of trust, documented in the Department of Defense Trusted Computer System Evaluation Criteria (DOD 5200.28-STD), commonly referred to as the “Orange Book”.  Since the National Security Agency (NSA) also based their Controlled Access Protection Profile (CAPP) V1.d, on the C2 level of trust, the CAPP served as the initial draft for this protec​tion profile.  Changes were then made to the CAPP requirements, as appropriate, to properly address the differences between KPC Appendix E and the C2 level of trust.

The base set of requirements used in this protection profile is taken from the Common Criteria for Information Technology Security Evaluations, Version 2.1.   Further information, including the status and updates of the Common Criteria, can be found on the Internet at http://csrc.nist.gov/cc/.

Comments on this document should be directed to:

Mr. Fritz Schulz, KPC Program Manager

DISA   

5275 Leesburg Pike  

Falls Church, VA 22041

Phone: 703-882-1117  

Email: schulzf@ncr.disa.mil    
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1.0 Introduction

This section contains document management and overview information necessary to allow a Protec​tion Profile (PP) to be registered through a Protection Profile Registry. The PP identification provides the labelling and descriptive information necessary to identify, catalogue, register, and cross-reference a PP. The PP overview summarizes the profile in narrative form and provides sufficient information for a potential user to determine whether the PP is of interest. The overview can also be used as a stand-alone abstract for PP catalogues and registers. The conventions section provides an explanation of how this document is organized and the terms section gives a basic definition of terms that are spe​cific to this PP.

1.1
Identification

Title: 

COE KPC Security Criteria Protection Profile (KSCPP) Version 1.d
Registration: 
Defense Information Systems Agency

Keywords: 
Access control, discretionary access control, general-purpose operating system, 
information protection, defense information infrastructure, common operating environment, kernel platform compliance

Part 2 

Extended (see Section 5.1.4, Audit Review (FAU_SAR.1); 5.2.6, Detection of Unauthorized Modification; 5.3.3, Export of User Data to Printer (FDP_ETC.1); Section 5.3.4, Residual Information Protection (FDP_RIP.2); 5.4.3, Selection of Work Environment; 5.4.4, Strength of Authentication Data (FIA_SOS.1); 5.4.5, Authentication (FIA_UAU.1); 5.5.5, Management of Security Management Roles (FMT_MOF.1); 5.5.19, Administrative Support Tools; 5.5.20 , TOE Access History Control; 5.5.21, Control of User Processes; 5.6.7, Security Configuration Checking (FPT_TST.1); 5.7.1, TSF-Initiated Session Locking (FTA_SSL.1))

Part 3 

Conformant (EAL 3 has been selected) without extensions, refinement, or augmentation.

1.2
Overview

The Common Criteria (CC) COE KPC Security Certification Criteria Protection Profile, hereafter called KSCPP, specifies a set of security functional and assurance requirements for Information Tech​nology (IT) products.  KSCPP conformant products support access controls that are capable of enforc​ing access limitations on individual users and data objects.  KSCPP-conformant products also provide an audit capability which records the security-relevant events which occur within the system.

The KSCPP provides for a level of protection which is appropriate for an assumed non-hostile and well managed user community requiring protection against threats of inadvertent or casual attempts to breach the system security. The profile is not intended to be applicable to circumstances in which pro​tection is required against determined attempts by hostile and well resourced attackers to breach sys​tem security. The KSCPP does not fully address the threats posed by system development or administrative personnel.  KSCPP conformant products are suitable for use in both commercial and government environments.

The KSCPP was derived from the requirements of the Defense Information Infrastructure (DII) Com​mon Operating Environment (COE) Kernel Platform Certification (KPC) Program, Pilot Program Draft - Version 1.1, Appendix E, Security Certification Criteria, dated 31 May 2001 (further referred to as KPC Appendix E).  The criteria found in the KPC Appendix E were drawn from the Defense Information Infrastructure (DII) Common Operating Environment (COE) Security Software Requirements Specification (SRS), Version 4.1 – 15 October 1999.  In turn, the criteria found in the COE SRS were drawn partly from the C2 level of trust, documented in Department of Defense Trusted Computer System Evaluation Criteria (DOD 5200.28-STD), dated December 1985, commonly referred to as the “Orange Book”.  Since the National Security Agency (NSA) had also based their Controlled Access Protection Profile (CAPP) V1.d, on the C2 level of trust, the CAPP served as the initial draft for this protection profile.  Changes were then made to the CAPP, as appropriate, to properly address the differences between KPC Appendix E and the C2 level of trust..  This protection profile provides security functions and assurances which are equivalent to those provided by the KPC Appendix E and products that are found to be compliant with this protection profile should, in turn, be considered compliant with the KPC Appendix E requirements.

The KSCPP is generally applicable to distributed systems but does not address the security requirements which arise specifically out of the need to distribute the resources within a network.

1.3
Conventions

This document is organized based on the suggested outline of Annex B of Part 1 of the Common Criteria. There are a couple of deviations in how a couple of areas are organized. First, rather that being a separate section, the application notes have been integrated with requirements and clearly indicated as such. Likewise, the rationale has been integrated into the appropriate section.

For each component, an application note may appear. Application notes document guidance for how the requirement is expected to be applied. Application notes may also explain the selections or assignments that were completed, as well as explain any refinements or extensions.  For additional guidance, the CC itself should be consulted. Following the application note, there is a rationale on why this component was included in the requirement set.

In the functional and assurance requirements sections (Sections 5 and 6 respectively) a mnemonic within parenthesis can be found at the end of each sub-section heading. These refer to the requirement section in the CC from which it was derived and is helpful because the sub-section headings may differ from the full text name of the associated CC requirement. While the names of the sub-sections were chosen to directly convey the intent of the requirements in the context of the COE, the mne​monic helps the reader to map the sub-sections to the source of the requirements from the CC.

Requirement elements have these references included as superscripted text at the end of the element. The superscripted text which appears in the audit event list in 5.1.2.1 is cross referenced to the functional requirement component in this profile upon which that event was derived.

A list of dependencies is also included for each functional component.  The dependencies are those found within the CC for the given source component.  In the case where dependencies are broken, or some explanation is required regarding the satisfaction of the dependency, it is included within this list.

Finally, a section of Management Notes is also included for each functional component.  This section provides information about the roles that may be referenced or implied within the requirement.  Furthermore, if there is helpful guidance to evaluators or TOE developers regarding whether the specific component manages another function, or is managed by another function, that information is also included.

Further conventions that are local to a section are contained within the introduction to that section.

1.4
Terms

This profile uses the following terms which are described in this section to aid in the application of the requirements:

• 
User

• 
Authorized User

• 
Authorized Administrator

• 
Discretionary Access Control (DAC) Policy

• 
Mediation

• 
Access 

• 
Authorization
A user is an individual who attempts to invoke a service offered by the TOE.

An authorized user is a user who has been properly identified and authenticated. These users are considered to be legitimate users of the TOE.

An authorized administrator is an authorized user who has been granted the authority to manage the TOE. These users are expected and trusted to use this authority only in the manner prescribed by the guidance given them.

The Discretionary Access Control Policy, also referred to as DAC, is the basic policy that a KSCPP conformant TOE enforces over users and resources.  

Whether a user is granted a requested action is determined by the TOE Security Policy (TSP) which is specified in this profile in the context of Discretionary Access Control (DAC). The DAC policy is the set of rules used to mediate user access to TOE protected objects and can be generally characterized as a policy which requires the TOE to allow authorized users and authorized administrators to control access to objects based on individual user identification. When the DAC policy rules are invoked, the TOE is said to be mediating access to TOE protected objects. However, there may be instances when the DAC policy is not invoked meaning that there may be objects residing in the TOE which are not protected by the TSP. In these instances the TOE is said to not be mediating access to a set of objects even though the TOE is executing a (possibly unauthorized) user request.

The DAC policy consists of two types of rules: those which apply to the behavior of authorized users (termed access rules) and those which apply to the behavior of authorized administrators (termed authorization rules). If an authorized user is granted a request to operate on an object, the user is said to have access to that object. There are numerous types of access; typical ones include read access and write access which allow the reading and writing of objects respectively. If an authorized adminis​trator is granted a requested service, the user is said to have authorization to the requested service or object. As for access, there are numerous possible authorizations. Typical authorizations might  include audit authorization which allows an administrator to view audit records and execute audit tools and/or DAC override authorization which allows an administrator to override object access controls to administer the system.

2.0
TOE Description

The KSCPP defines a set of security requirements to be levied on Targets of Evaluation (TOEs).  These TOEs include information systems which contain general-purpose operating systems, such as workstations, mainframes, or personal computers that are in compliance with the COE KPC Secu​rity Certification Criteria. 

These systems can be comprised of a single host or a set of cooperating hosts in a distributed system. Such systems permit one or more processors along with peripherals and storage devices to be used by multiple users to perform a variety of functions requiring controlled, shared access to the informa​tion stored on the system. Such installations are typical of personal, work group, or enterprise comput​ing systems accessed by users local to, or with otherwise protected access to, the computer systems.

The KSCPP is applicable to TOEs that provide facilities for on-line interaction with users. This protection profile is also generally applicable to TOEs incorporating network functions but contains no network specific requirements (although NIS and NIS+ are referenced). Networking is covered only to the extent to which the TOE can be considered to be part of a centrally-managed system that meets a common set of security requirements, as in the overall COE architecture.

The KSCPP assumes that responsibility for the safeguarding of the data protected by the TOE’s security functions (TSF) can be delegated to the TOE users. All data is under control of the TOE.  The data are stored in objects, and the TSF can associate with each controlled object a description of the access rights to that object.

All individual users are assigned a unique identifier. This identifier supports individual accountability. The TSF authenticates the claimed identity of the user before allowing the user to perform any actions that require TSF mediation.

3.0
Security Environment

3.1

Threats

The KSCPP has derived all security objectives from the statement of Organizational Security Policy found in the following section.  Therefore, there is no statement of the explicit threats countered by the KSCPP.

3.2

Organizational Security Policies

An Organizational Security Policy is a set of rules or procedures imposed by an organization upon its operations to protect its sensitive data. Although the organizational security policies described below are drawn from DoD Manual 5200.28-M (Techniques and procedures for Implementing, Deactivating and Evaluating Resource Sharing ADP Systems) as well as Policies derived from the COE Program, they apply to many non-DoD environments. 

P.AUTHORIZED_USERS


Only those users who have been authorized to access the information within the system may access the system.

P.NEED_TO_KNOW
The system must limit the access to the information in protected resources to those authorized users which have a “need to know” for that information.

P.ACCOUNTABILITY
The users of the system shall be held accountable for their actions within the system.

P.SYSTEM_INTEGRITY
The system must have the ability to periodically validate its correct operation and, with the help of authorized users, it must be able to recover from any errors that are detected.

3.3
Security Usage Assumptions

This section describes the security aspects of the environment in which the TOE will be, or is intended to be used. This includes information about the physical, personnel, and connectivity aspects of the environment.

A KSCPP-conformant TOE is assured to provide effective security measures in a cooperative non-hostile environment only if it is installed, managed, and used correctly. The operational environment must be managed in accordance with assurance requirements documentation for delivery, operation, and user/administrator guidance. The following specific conditions are assumed to exist in an environ​ment where KSCPP-conformant TOEs are employed:

3.3.1
Physical Assumptions

KSCPP-conformant TOEs are intended for application in user areas that have physical control and monitoring.  It is assumed that the following physical conditions will exist:

A.LOCATE
The processing resources of the TOE will be located within controlled access facilities which will prevent unauthorized physical access.

A.PROTECT
The TOE hardware and software critical to security policy enforcement will be protected from unauthorized physical modification.

3.3.2
Personnel Assumptions

It is assumed that the following personnel conditions will exist:

A.MANAGE
There will be one or more competent individuals assigned to manage the TOE and the security of the information it contains.

A.NO_EVIL_ADM
The system administrative personnel are not careless, wilfully negligent, or hostile, and will follow and abide by the instructions provided by the administrator documentation.

A.COOP
Authorized users possess the necessary authorization to access at least some of the information managed by the TOE and are expected to act in a cooperating manner in a benign environment.

3.3.3
Connectivity Assumptions

The KSCPP contains no explicit network or distributed system requirements (although NIS and NIS+ are referenced). However, it is assumed that the following connectivity conditions exist:

A.PEER
Any other systems with which the TOE communicates are assumed to be under the same management control and operate under the same security policy constraints as in the overall COE architecture.  KSCPP-conformant TOEs are applicable to networked or distributed environments only if the entire network operates under the same constraints and resides within a single management domain. There are no security requirements which address the need to trust external systems or the communications links to such systems.

A.CONNECT
All connections to peripheral devices reside within the controlled access facilities.  KSCPP-conformant TOEs only address security concerns related to the manipulation of the TOE through its authorized access points. Internal communication paths to access points such as terminals are assumed to be adequately protected.

4.0
Security Objectives

This section defines the security objectives of the TSF and its supporting environment. Security objectives, categorized as either IT security objectives or non-IT security objectives, reflect the stated intent to counter identified threats and/or comply with any organizational security policies identified.  All of the identified threats and organizational security policies are addressed under one of the categories below.

4.1
IT Security Objectives

The following are the KSCPP IT security objectives:

O.AUTHORIZATION
The TSF must ensure that only authorized users gain access to the TOE and its resources.

O.DISCRETIONARY_ACCESS
The TSF must control accesses to resources based on identity of users.  The TSF must allow autho​rized users to specify which resources may be access by which users.

O.AUDITING
The TSF must record the security relevant actions of users of the TOE.  The TSF must present this information to authorized administrators.

O.MANAGE
The TSF must provide all the functions and facilities necessary to support the authorized administra​tors that are responsible for the management of TOE security. 

O.RESIDUAL_INFORMATION
The TSF must ensure that any information contained in a protected resource is not released when the resource is recycled.

O.MARKINGS
The TSF must provide the capability to mark sensitivity labels on printed output.

O.ENFORCEMENT
The TSF must be designed and implemented in a manner which ensures that the organizational policies are enforced in the target environment.

4.2
Non-IT Security Objectives

A KSCPP-conformant TOE is assumed to be complete and self-contained and, as such, is not dependent upon any other products to perform properly. However, certain objectives with respect to the general operating environment must be met.  The following are the KSCPP non-IT security objectives:

O.INSTALL
Those responsible for the TOE must ensure that the TOE is delivered, installed, managed, and operated in a manner which maintains IT security.

O.PHYSICAL
Those responsible for the TOE must ensure that those parts of the TOE critical to security policy are protected from physical attack which might compromise IT security.

O.CREDEN
Those responsible for the TOE must ensure that all access credentials are protected by the users in a manner which maintains IT security.

5.0
Functional Requirements

This section provides the functional requirements for the TOE.  In the following sub-sections, functional components drawn from Part 2 of the CC are presented.

In the functional and assurance requirements sections (Sections 5 and 6 respectively) a mnemonic within parenthesis can be found at the end of each sub-section heading. These refer to the require​ment section in the CC from which it was derived and is helpful because the sub-section headings may differ from the full text name of the associated CC requirement. While the names of the sub-sections were chosen to directly convey the intent of the requirements in the context of the COE, the mne​monic helps the reader to map the sub-sections to the source of the requirements from the CC.

Requirement elements have these references included as superscripted text at the end of the element. The superscripted text which appears in the audit event list in 5.1.2.1 is cross referenced to the functional requirement component in this profile upon which that event was derived.

In addition to the conventions identified in Section 1.3, Conventions, this section uses its own formatting conventions to highlight CC defined operations.  Note that these conventions differ from those in Section 6, Assurance Requirements.  CC defined operations for assignment, selection, and refinement were used to tailor the requirements to the level of detail necessary to meet the stated security objec​tives. These operations are indicated through the use of underlined (assignments and selections) and italicized (refinements) text.  The use of these operations does not constrain TOE implementation.  All required operations have been performed within this profile.  Finally, extended requirements are clearly identified through the use of double-underlined text.  In all other ways, the general conventions of Section 1.3 still apply.

5.1
Security Audit (FAU)

5.1.1
Alarm Notification (FAU_ARP.1)


5.1.1.1
The TSF shall take:
a)  an action to notify the Authorized Administrator 
b) halt the system or suspend processing until audit mechanism(s) are restarted 
upon detection of a potential security violation (i.e., failure of the audit mechanism). Fau_ARP.1.1
Application Note: Many products take for granted that their audit mechanism is operating at all times.  In such instances where the audit mechanism fails to operate, it is important that certain actions take place.  These actions are defined in the above component.  Note that this requirement was refined from the original CC requirement such that the scope of this requirement is limited to the failure of the audit mechanism itself.

Rationale:  This component supports O.AUDITING objective by specifying the actions that will take place upon detection of a failure of the audit mechanism.

Dependencies: FAU_SAA.1 - Note that this component is not included within this PP.  
As indicated by the Part 2, Annex C, “An audit event is defined to be an
‘potential security violation’ if so indicated by the FAU_SAA.  However,
FAU_SAA requires that “potential security violations” be determined by 
monitoring audit events.  This implies that the audit mechanism is 
functioning in order to be able to generate and monitor audit events.  The 
event in this example, “failure of the audit mechanism” is not considered to 
be a typical audit event and since the audit mechanism is not operating 
correctly, it cannot be relied upon to monitor itself.

Management Notes: Authorized Administrator



Managed by:




5.5.4 Management of Audit Processes (FMT_MOF.1)

5.1.2
Audit Data Generation (FAU_GEN.1)



5.1.2.1
The TSF shall be able to generate an audit record of the following auditable events: fau_gen.1.1

a)
Start-up and shutdown of the audit functions;


b)
All auditable events for the basic
 level of audit; and


c)
Other specifically defined auditable events:

•  Reading of information from audit records. 5.1.4 / 5.1.5
•  Modifications to the audit configuration that occur while the audit collection functions are operating. 5.1.7
•  Actions taken due to exceeding an audit threshold. 5.1.9
•  Actions taken due to the audit storage failure. 5.1.10
•  Requests to perform an operation covered by the Discretionary Access Control Policy. 5.2.2
•  Use of the authentication mechanism. 5.4.5
•  Use of the user identification mechanism. 5.4.7
•  Binding of user security attributes to a subject. 5.4.8
•  Modifications of security attributes. 5.5.6
•  Modifications of the default setting of permissive or restrictive rules. 5.5.7
•  Modifications of the initial values of security attributes. 5.5.7
•  Modifications to the audit trail. 5.5.8
•  Modifications to the set of audited events. 5.5.10
•  Modifications to the user security attributes. 5.5.11
•  Modifications to the authentication data. 5.5.12
•  Attempts to revoke security-relevant authorizations. 5.5.18
•  Attempts to revoke access rights. 5.5.22
•  Modifications to the group of users that are part of a role. 5.5.23
•  Use of the rights of a role (authorized administrator). 5.5.23
•  Execution of the tests of the underlying machine and the results of the tests. 5.6.1
•  Changes to the time. 5.6.5
•  Failure of the TSF, encountered during execution of the TSF Self Testing (FPT_TST) 5.6.1
•  Use of security-relevant authorizations
•  The unauthorized modification or destruction of data during storage
•  Establishment of a communications path between subjects acting on the behalf of different users.
•  Introduction of objects into a user's address space (e.g., file open, program initiation)
•  Creation, modification, and deletion of objects
•  Actions taken by trusted users
•  Production of printed output
•  Change in access control permissions
•  Export to external media
•  System startup
•  System shutdown.
•  Events generated by applications (e.g., UNIX Syslog, Windows NT event log).

5.1.2.2
The TSF shall record within each audit record at least the following information:fau_gen.1.2

a)
Date and time of the event (to the nearest second), type of event, subject identity, and the outcome (success or failure) of the event;


b)
For each audit event type, based on the auditable event definitions of the functional components included in the PP,

•  For Identification and Authentication events, the origin (e.g., terminal identification) of the attempt.
•  For operations covered by the Discretionary Access Control Policy, the identity of the object.
•  For modifications to TSF data, the new values of the data.
•  For the use of the rights of a role, when it could originate from multiple locations, the origin of the attempt.
Application Note: For some situations it is possible that some events cannot be automatically generated. This is usually due to the audit functions not being operational at the time these events occur. Such events need to be documented in the Administrative Guidance, along with recommendation on how manual auditing should be established to cover these events.  For example, in cases where the TSF fails self testing, it may be the case that the audit functions are not operational (or may actually be the part of the TSF that failed the self test).  In such a circumstance, it should not be expected that an audit event is generated.

The COE kernel supports auditing of the following audit event classes:

Flags -lo, -fc, -fd, and –fw.  These flags audit login success or failures (note: without creation of the loginlog file, these logins will not be captured), and audit file creation, deletion, and write failures (only).

Naflags:  lo, nt.  The naflags are used to audit success or failures when an attributable user does not exist; success or failures for network events (socket events, dns, etc.) are also audited.
Rationale:  This component supports O.AUDITING by specifying the detailed, security-relevant events and data that the audit mechanism must be capable of generating and recording. The “basic” level of auditing was selected as best representing the “mainstream” of contemporary audit practices used in the target environments.  Additional audit events were listed as necessary to support the O.AUDITING objective.

Dependencies: See 5.6.6 Reliable Time Stamps (FPT_STM.1)

Management Notes: Authorized Administrator



Managed by:




5.5.4 Management of Audit Processes (FMT_MOF.1)

5.1.3
User Identity Generation (FAU_GEN.2)

5.1.3.1
The TSF shall be able to associate each auditable event with the identity of the user that caused the event. fau_gen.2.1
Application Note:  There are some auditable events which may not be associated with a user, such as failed login attempts. It is acceptable that such events do not include a user identity. In the case of failed login attempts it is also acceptable not to record the attempted identity in cases where that attempted identity could be misdirected authentication data; for example when the user may have been out of sync and typed a password in place of a user identifier.

Rationale: O.AUDITING calls for individual accountability (i.e., “TOE users”) whenever security-relevant actions occur. This component requires every auditable event to be associated with an individual user.

Dependencies: See 5.1.2 Audit Data Generation (FAU_GEN.1) and


5.4.7 Identification (FIA_UID.1)  



Management Notes: Authorized Administrator



Managed by:




5.5.4 Management of Audit Processes (FMT_MOF.1)

5.1.4
Audit Review (FAU_SAR.1)


5.1.4.1
The TSF shall provide authorized administrators with the capability to read all audit information from the audit records.fau_sar.1.1
5.1.4.2
The TSF shall provide the audit records in a manner suitable for the user to interpret the information. fau_sar.1.2


5.1.4.3
The TSF shall provide the capability to generate reports based on ranges of system date and time that audit records were collected.EXTENDED REQ'T

5.1.4.4
The TSF shall provide the following capabilities for a trusted user for managing the audit logs: EXTENDED REQ'T


- selectively print



- selectively restore



- selectively delete



- sort



- reduce
Application Note: The minimum information which must be provided is the same that which is required to be recorded in 5.1.2.2.

The intent of this requirement is that there exist a tool for the authorized administrator to be able to access the audit trail in order to assess it. Exactly what manner is provided is an implementation decision, but it needs to be done in a way which allows the administrator to make effective use of the information presented. This requirement is closely tied to 5.1.6 and 5.1.7. It is expected that a single tool will exist within the TSF which will satisfy all of these requirements.

For the COE kernel there are two Solaris audit analysis commands -- auditreduce and praudit -- that will 
select data of interest, then print it in a human-readable format.  
The auditreduce command provides a reduction capability where the audit trail files can be parsed with records in compliance with the specified command options (e.g., within the search time window, associated with a particular user, belonging to a specific event class, etc.) will be selected.  Mixing the selection criteria is allowed (e.g., all xx class events associated with user yy between aa and bb).  This data is then piped to the praudit command to display the data.
Rationale: This component supports the O.AUDITING and O.MANAGE objectives by providing the administrator with the ability to assess the accountability information accumulated by the TOE.

Dependencies: See 5.1.2 Audit Data Generation (FAU_GEN.1)

Management Notes: Authorized Administrator



Managed by:




5.5.4 Management of Audit Processes (FMT_MOF.1)




5.1.5
Restricted Audit Review (FAU_SAR.2)


5.1.5.1
The TSF shall prohibit all users read access to the audit records, except those users that have been granted explicit read-access. fau_sar.2.1
Application Note: By default, authorized administrators may be considered to have been the only users who have been granted read access to the audit records. The TSF may provide a mechanism which allows other users to also read audit records but this must be documented accordingly.

Rationale: This component supports the O.ACCOUNT objective by protecting the audit trail from unauthorized access.

Dependencies: See 5.1.4 Audit Review (FAU_SAR.1)

Management Notes: Authorized Administrator



Managed by:




5.5.4 Management of Audit Processes (FMT_MOF.1)

5.1.6
Selectable Audit Review (FAU_SAR.3)


5.1.6.1
The TSF shall provide the ability to perform searches and sorting of audit data based on the following attributes: fau_sar.3.1

a)
User identity;

b)
object identity, type of event

Rationale: This component supports both the O.AUDITING and O.MANAGE objectives, by providing a means for the authorized administrator to assess the accountability information associated with an individual user. 

Dependencies: See 5.1.4 Audit Review (FAU_SAR.1)

Management Notes: Authorized Administrator



Managed by:




5.5.4 Management of Audit Processes (FMT_MOF.1)

5.1.7
Selective Audit (FAU_SEL.1)

5.1.7.1
The TSF shall be able to include or exclude auditable events from the set of audited events based on the following attributes: fau_sel.1.1

a)
User identity; 


b)
object identity, type of event.


Rationale: This component supports both the O.AUDITING and O.MANAGE objectives, by providing a means for the authorized administrator to assess the accountability information associated with an individual user. 

Dependencies: See 5.1.2 Audit Data Generation (FAU_GEN.1) and 

5.5.10 Management of Audited Events (FMT_MTD.1)

Management Notes:  Authorized Administrator



Managed by:




5.5.4 Management of Audit Processes (FMT_MOF.1)




5.5.10 Management of Audited Events (FMT_MTD.1)

5.1.8
Guarantees of Audit Data Availability (FAU_STG.1)


5.1.8.1
The TSF shall protect the stored audit records from unauthorized deletion. fau_stg.1.1

5.1.8.2
The TSF shall be able to prevent modifications to the audit records. fau_stg.1.2
Application Note: On many system, in order to reduce the performance impact of audit generation, audit records will be temporary buffered in memory before they are written to disk. In these cases, it is likely that some of these record will be lost if the operation of the TOE is interrupted by hardware or power failures. The developer needs to document what the likely loss will be and show that it has been minimized.

Rationale: This component supports the O.AUDITING objective by protecting the audit trail from tampering, via deletion or modification of records in it. Further it ensures that it is as complete as possible.

Dependencies: See 5.1.2 Audit Data Generation (FAU_GEN.1)

Management Notes: Authorized Administrators



Managed by:




5.5.4 Management of Audit Processes (FMT_MOF.1)




5.5.8 Management of the Audit Trail (FMT_MTD.1)

5.1.9
Action in Case of Possible Audit Data Loss (FAU_STG.3)


5.1.9.1
The TSF shall take  an action to generate an alarm to the authorized administrator if the audit trail exceeds 85 percent. fau_stg.3.1
Application Note: For this component, an “alarm” is to be interpreted as any clear indication to the administrator that the pre-defined limit has been exceeded.  A KSCPP compliant TOE will allow the limit to be adjustable by the authorized administrator, as noted in 5.5.17 Management of Limits on the Audit Trail (FMT_MTD.2) which manages this function.

Rationale: This component supports the O.AUDITING and O.MANAGE objectives by providing the authorized administrator with a warning that a pending failure due to the exhaustion of space available for audit information.

Dependencies: FAU_STG.1.  Since FAU_STG.2 is hierarchical to FAU_STG.1, therefore, FAU_STG.2 is acceptable to satisfy this dependency.  Therefore, see 5.1.8 Guarantees of Audit Data Availability (FAU_STG.1)

Management Notes: Authorized Administrator



Managed by:




5.5.4 Management of Audit Processes (FMT_MOF.1)




5.5.17 Management of Limits on the Audit Trail (FMT_MTD.2)

5.1.10
Prevention of Audit Data Loss (FAU_STG.4)


5.1.10.1
The TSF shall prevent auditable events, except those taken by the authorized administrator, and restart the audit processes and notify a trusted user of the failure if the audit trail is full.  The default recovery capability shall be to restart audit processes and to notify a trusted user of the failure. fau_stg.4.1
Application Note: The selection of “preventing” auditable actions if audit storage is exhausted is minimal functionality; providing a range of configurable choices (e.g., ignoring auditable actions and/or changing to a degraded mode) is allowable as long as “prevented” is one of the choices. 
Rationale: This component supports the O.AUDITING and O.MANAGE objectives by providing the audit trail is complete with respect to non-administrative users while providing administrators with the ability to recover from the situation.

Dependencies: FAU_STG.1.  Since FAU_STG.2 is hierarchical to FAU_STG.1, 

this component is also acceptable.  Therefore, see 5.1.8 Guarantees 

of Audit Data Availability (FAU_STG.1)

Management Notes:  Authorized Administrator



Managed by:




5.5.4 Management of Audit Processes (FMT_MOF.1)

5.2
Cryptographic support (FCS)
5.2.1
Cryptographic Key Generation (FCS_CKM.1)


5.2.1.1
The TSF shall generate cryptographic keys in accordance with a specified cryptographic key generation algorithm and specified cryptographic key sizes that meet a set of specified standards. FCS_CKM.1.1




Dependencies: 
5.2.2 Cryptographic Key Distribution (FCS_CKM.2) or






5.2.5 Cryptographic Operation (FCS_COP.1); 






5.2.4 Cryptographic Key Destruction (FCS_CKM.4)

5.2.2
Cryptographic Key Distribution (FCS_CKM.2)

5.2.2.1
The TSF shall distribute cryptographic keys in accordance with a specified cryptographic key distribution method that meets a set of specified standards. FCS_CKM.2.1



Dependencies:
5.2.1 Cryptographic Key Generation (FCS_CKM.1),






5.2.4 Cryptographic Key Destruction (FCS_CKM.4)

5.2.3
Cryptographic Key Access (FCS_CKM.3)


5.2.3.1
The TSF shall perform key access in accordance with a specified cryptographic key access method that meets a list of standards. FCS_CKM.3.1



Dependencies:
5.2.1 Cryptographic Key Generation (FCS_CKM.1),






5.2.4 Cryptographic Key Destruction (FCS_CKM.4)

5.2.4
Cryptographic Key Destruction (FCS_CKM.4)


5.2.4.1
The TSF shall destroy cryptographic keys in accordance with a specified cryptographic key destruction method that meets a list of standards. FCS_CKM.4.1



Dependencies:
5.2.1 Cryptographic Key Generation (FCS_CKM.1)

5.2.5
Cryptographic operation (FCS_COP.1)
5.2.1.1 The TSF shall perform data and file encryption and decryption in accordance with a specified cryptographic algorithm and specified cryptographic key sizes that meet a specified set of standards FCS_COP.1.1


Dependencies:
5.2.1 Cryptographic Key Generation (FCS_CKM.),





5.2.4 Cryptographic Key Destruction (FCS_CKM.4)

5.2.6
Detection of Unauthorized Modification

5.2.2.1 The TSF shall provide the capability to detect unauthorized modification or destruction of data during storage. Extended REQ’T




5.3
 User Data Protection (FDP)

5.3.1
Access Control Policy (FDP_ACC.1)

5.3.1.1
The TSF shall enforce the Discretionary Access Control Policy on subjects acting on the behalf of users, named objects, and all operations among subjects and objects covered by the Discretionary Access Control Policy, including POSIX compliance. fdp_acc.1.1
Application Note: For most systems there is only one type of subject, usually called a process or task.

Named objects are those objects which are used to share information among subjects acting on the behalf of different users, and for which access to the object can be specified by a name or other identity. Any object that meets this criterion but is not controlled by the DAC policy must be justified. This includes any I/O devices (e.g., floppy disk drives, etc.) present in the TOE.

The list of operations covers all operations between the above two lists. It may consist of a sublist for each subject-named object pair. Each operation needs to specify which type of access right is needed to perform the operation; for example read access or write access.  The operations must include those required for POSIX compliance in order to satisfy the overall KPC requirements.

Rationale: This component supports the O.DISCRETIONARY_ACCESS objective by specifying the scope of control for the DAC policy.

Dependencies: 5.3.2 Access Control Functions (FDP_ACF.1)

Management Notes:  None.

5.3.2
Access Control Functions (FDP_ACF.1)


5.3.2.1
The TSF shall enforce the Discretionary Access Control Policy to objects based on fdp_acf.1.1

a)
The user identity and group membership(s) associated with a subject; and

b)
The access control attributes associated with an object.
5.3.2.2
  The TSF shall enforce  a set of rules to determine if an operation among controlled subjects and controlled objects is allowed. fdp_acf.1.2


5.3.2.3
The TSF shall explicitly authorize access of subjects to objects based  on a set of rules. fdp_acf.1.3

5.3.2.4
The TSF shall explicitly deny access of subjects to objects based on security attributes that explicitly deny access of subjects to objects. fdp_acf.1.4
Application Note: A KSCPP conformant TOE is required to implement a Discretionary Access Control (DAC) Policy, but the rules which govern the policy may vary between different evaluated products. In specifying the rules assignments above, the resulting mechanism must be able to specify access rules which apply to at least any  single user.  This single user may have a special status such as the owner of the object.  The mechanism must also support specifying access to the membership of a single group.


A DAC policy may cover rules on accessing public objects; objects which are readable to all authorized users, but which can only be altered by the TSF or authorized administrators. Specification of these rules should be covered under 5.3.2.3 and 5.3.2.4.

A DAC policy may include exception to the basic policy for access by authorized administrators or other forms of special authorization. These rules should be covered under 5.3.2.3.

Rationale: This component supports the O.DISCRETIONARY_ACCESS objective by defining the rules which will be enforced by the TSF.

Dependencies: 5.3.1 Access Control Policy (FDP_ACC.1) and


5.5.7 Static Attribute Initialization (FMT_MSA.3)

Management Notes: Authorized Administrator



Managed by:




5.5.6 Management of Object Security Attributes (FMT_MSA.1)




5.5.7 Static Attribute Initialization (FMT_MSA.3)




5.5.18 Revocation of User Attributes (FMT_REV.1)




5.5.22 Revocation of Object Attributes (FMT_REV.1)

5.3.3
Export of User Data to Printer (FDP_ETC.1)


5.3.3.1
The TSF shall enforce the Discretionary Access Control Policy when exporting user data, control under the SFP, outside of the TSC to a printer. fdp_etc.1.1
5.3.3.2
The TSF shall export the user data without the user data’s associated security attributes. fdp_etc.1.2


5.3.3.3
The TSF shall enforce the following rules when user data is exported from the TSC to a printer Extended REQ’T
a)
The COE shall provide a user selectable list of sensitivity labels to apply to the banner page and the top and bottom of each internal page of printed output.
b)
The COE shall provide the user with print options to override the printing of the banner pages and internal page markings. 
c)
The COE shall provide a GUI-based interface from which the user selects the destination printer and number of copies in addition to the sensitivity label and override options. 

Application Note: An extension to this component (i.e., 5.3.3.3) has been made for an explicitly defined COE-compliant functional interface to support labelling requirements.  Furthermore, this requirement was refined (i.e., 5.3.3.1) to note that this  requirement is restricted to exportation to a printer.

Rationale: This component supports the O.MARKINGS objective by allowing labels to be selected for printed output.

Dependencies: 5.3.1 Access Control Policy (FDP_ACC.1)

Management Notes:  Authorized Administrator



Managed by:




5.5.6 Management of Object Security Attributes (FMT_MSA.1)




5.5.18 Revocation of User Attributes (FMT_REV.1)




5.5.22 Revocation of Object Attributes (FMT_REV.1)

5.3.4
Residual Information Protection (FDP_RIP.2)


5.3.4.1
The TSF shall ensure that any previous information content of a resource is made unavailable upon the allocation of the resource to all subjects and objects. fdp_rip.2 
5.3.4.2  The TSF shall ensure that all authorizations to information contained within a storage object have been revoked prior to initial assignment, allocation, or reallocation to a subject from the TSF’s pool of unused storage objects. Extended REQ’T
Application Note: This requirement applies to all resources governed by or used by the TSF; it includes resources used to store data and attributes.  It also includes the encrypted representation of information.

Clearing the information content of resources on deallocation from objects is sufficient to satisfy this requirement, if unallocated resources will not accumulate new information until they are allocated again.

Note that the CC’s FDP_RIP components only specify resources being allocated to objects and does not address resources used directly by subjects, such as memory or registers. Therefore, this requirement was refined by adding the words “subjects and” to ensure coverage of the resources.

Rationale: This component supports the O.RESIDUAL_INFORMATION objective.

Dependencies: None.

Management Notes:  Authorized Administrator



Managed by:




5.5.2 Management of Purge Function (FMT_MOF.1)




5.5.6 Management of Object Security Attributes (FMT_MSA.1).



5.4

Identification and Authentication (FIA)

5.4.1
Authentication Failure Handling (FIA_AFL.1)


5.4.1.1
The TSF shall detect when 3 unsuccessful authentication attempts occur related to consecutive login failures. fia_afl.1.1


5.4.1.2  When the defined number of unsuccessful authentication attempts has been met or surpassed, the TSF shall 


- send a notification to an Authorized Administrator,


- lock the USERID, and


- the user shall be prohibited from further login attempts from within the  administrative domain until an Authorized Administrator unlocks the USERID. fia_afl.1.2

5.4.1.3 The TSF shall perform login failure lockout for all login points in the enterprise.

Application Note: This capability is currently provided only for local (not network) login, and is satisfied through Government supplied software.

Rationale: This component supports the O.ACCESS objective by limiting repeated unsuccessful authentication attempts by unauthorized users.

Dependencies: 5.4.5 Authentication (FIA_UAU.1)

Management Notes: Authorized Administrator



Managed by:




5.5.14 Management of Session and Account Locking (FMT_MTD.1)

5.4.2
User Attribute Definition (FIA_ATD.1)

5.4.2.1
The TSF shall maintain the following list of security attributes belonging to individual users: fia_atd.1.1
a)
User Identifier;
b)
Group Memberships;
c)
Authentication Data;
d)
Administrative domain.
Application Note: The specified attributes are those that are required by the TSF to enforce the DAC policy, the generation of audit records, and proper identification and authentication of users. The user identity must be uniquely associated with a single individual user.

Group membership may be expressed in a number of ways: a list per user of which groups the user belongs to, a list per group which includes which users are members, or implicit association between certain user identities and certain groups.

A TOE may have two forms of user and group identities, a text form and a numeric form. In these cases there must be unique mapping between the representations.

Rationale: This component supports the O.AUTHORIZATION AND O.DISCRETIONARY_ACCESS objectives by providing the TSF with the information about users needed to enforce the TSP.

Dependencies: None

Management Notes:  Authorized Administrator



Managed by:




5.5.11 Management of User Attributes (FMT_MTD.1)

5.4.3
Selection of Work Environment

5.3.3.1 The TSF shall provide a means to associate applications with a work environment and allow users to specify a work environment during a session Extended REQ’T



Application Note:  The work environment may be represented by a profile.

5.4.4
Strength of Authentication Data (FIA_SOS.1)


5.4.4.1
The TSF shall provide a mechanism to verify that secrets meet:FIA_SOS.1.1


a) 
For each attempt to use the authentication mechanism, the probability



 that a random attempt will succeed is less than one in 1,000,000;


b)
 For multiple attempts to use the authentication mechanism during a



one minute period, the probability that a random attempt during that



minute will succeed is less than one in 100,000; and


c)
Any feedback given during an attempt to use the authentication



mechanism will not reduce the probability below the above 



metrics.


d)
If the authentication mechanism is implemented without using 
passwords then the secrets will meet industry-standard quality metrics. 


e)
If passwords are used as the authentication mechanism, they shall meet the following requirements:

 



-
The default minimum password length shall be set to 8 characters





-
Passwords are to include at least one numeric, case change, or special character





-
The TSF shall provide the capability to prohibit use of a user name within a password


-
The COE shall require a password be changed after the age of a
password has exceeded a maximum defined by the Authorized Administrator, with a default of 91 days

-
The COE shall notify the user prior to 7 days of password expiration where n is defined by the Authorized Administrator

-
The COE shall prohibit a password from being changed until the age of a password has exceeded a minimum defined by the Authorized
Administrator, with a default of 7 days .

f)  Password characteristics are to be configurable by a trusted user.

Application Note: The method of authentication is unspecified by the KSCPP. The method which is used must be shown to have low probability that authentication data can be forged or guessed. For example, if a password mechanism is used a set of metrics need to be specified and in addition to the requirements noted above in item e, may include such things as minimum length of the password, and the subjecting of possible passwords to dictionary attacks. The strength of whatever mechanism implemented must be subjected to a strength of function analysis. (See 6.7.2)


Password characteristics include character set

Rationale: This component supports the O.AUTHORIZATION objective by provided an authentication mechanism with a reasonable degree of certainty that only authorized users may access the TOE.

Dependencies: None

Management Notes:  Authorized Administrator



Managed by:




5.5.12 Management of Authentication Data (FMT_MTD.1)




5.5.16 Management of Limits on Authentication Data (FMT_MTD.2)

5.4.5
Authentication (FIA_UAU.1)


5.4.5.1
The TSF shall allow TSF mediated actions other than “booting to a single-user mode” on behalf of the user to be performed before the user is authenticated. fia_uau.1.1

5.4.5.2
The TSF shall require each user to be successfully authenticated before allowing any other TSF-mediated actions on the behalf of that user. fia_uau.1.2


5.4.5.3
The TSF shall provide the capability to require users to change a password during the initial use of a password created by trusted users. Extended REQ’T
Application Note: The allowed actions by an unauthenticated user should be limited to those things which aid an authorized user in gaining access to the TOE. This could include help facilities or the ability to send messages to authorized administrators.

In the event that the TSF offers the ability to “boot the system into a single-user mode” (where the user of the system is granted complete and unmediated access to the system), then the that ability shall be considered a “TSF-mediated action” and requires explicit authentication prior to the action taking place.

Rationale: This component supports the O.AUTHORIZATION objective by specifying what actions unauthenticated users may perform.

Dependencies: 5.4.7 Identification (FIA_UID.1)

Management Notes: 
None.

5.4.6
Protected Authentication Feedback (FIA_UAU.7)

5.4.6.1
The TSF shall provide only obscured feedback to the user while the authentication is in progress. fia_uau.7.1
Application Note: Obscured feedback implies that the TSF does not produce a visible display of any authentication data entered by a user, such as through a keyboard (e.g., echo the password on the terminal). It is acceptable that some indication of progress be returned instead, such as a period returned for each character sent.

Some forms of input, such as card input based batch jobs, may contain human-readable user passwords. The Administrator and User Guidance documentation for the product must explain the risks in placing passwords on such input and must suggest procedures to mitigate that risk.

Rationale: This component supports the O.AUTHORIZATION objective. Individual accountability cannot be maintained if the individual’s authentication data, in any form, is compromised.

Dependencies: 5.4.5 Authentication (FIA_UAU.1)

Management Notes:
None

5.4.7
Identification (FIA_UID.1)

5.4.7.1
The TSF shall allow TSF-mediated actions on behalf of the user to be performed before the user in identified. fia_uid.1.1

5.4.7.2
The TSF shall require each user to be uniquely identifiable within an administrative domain and successfully identified before allowing any other TSF-mediated actions on the behalf of that user. fia_uid.1.2
Application Note: The allowed actions by an unidentified user should be limited to those things which aid an authorized user in gaining access to the TOE. This could include help facilities or the ability to send messages to authorized administrators.

The method of identification is unspecified by this PP.

The definition of  “administrative domain,” for the purposes of this PP may be met by  the services provided by Network Information Service (NIS and NIS+).  NIS+ is described in All About Administering NIS+, Second Edition (SunSoft Press, 1994) by Rick Ramsey.  Alternatively, “administrative domain” covers the entire enterprise through a suitable mechanism.

Rationale: This component supports the O.AUTHORIZATION objective by specifying what actions unidentified users may perform.

Dependencies: None

Management Notes:
None

5.4.8
User-Subject Binding (FIA_USB.1)

5.4.8.1
The TSF shall associate the appropriate user security attributes with subjects acting on behalf of that user.fia_usb.1.1  
Application Note: The DAC policy and audit generation require that each subject acting on the behalf of users have a user identity associated with the subject. This identity is normally the one used at the time of identification to the system.

The DAC policy enforced by the TSF may include provisions for making access decisions based on a user identity which differs from the one used during identification. 
Depending on the TSF’s implementation of group membership, the associations between a subject and groups may be explicit at the time of identification or implicit in a relationship between user and group identifiers. As for user identification, an alternate group mechanism may exist, and parallel requirements applied.

All of the “appropriate user security attributes” that must be associated with subjects acting on behalf of that user are identified in the list provided in section 5.4.2 User Attribute Definition (FIA_ATD.1).

Rationale: This component supports the O.DISCRETIONARY_ACCESS and O.AUDITING objectives by binding user identities to subjects acting on their behalf.

Dependencies: 5.4.2 User Attribute Definition (FIA_ATD.1)

Management Notes:
None.

5.4.8.2
The TSF shall require users to log in prior to assuming a trusted profile.fia_usb.1.1
Application Note: Trusted profiles would include system administrator, security officer, root user, and super user.

Rationale: This component supports the O.DISCRETIONARY_ACCESS and O.AUDITING objectives by binding user identities to trusted subjects only after the user has been authenticated by the TSF.

Dependencies: 5.4.2 User Attribute Definition (FIA_ATD.1)

Management Notes:
None.

5.5

Security Management (FMT)

Note:  Several requirements in this section have the same designation (i.e., FMT_MOF.1, FMT_MTD.1, and FMT_REV.1).  However, each section contains a distinct requirement.  The designation has been maintained for traceability to the CC.

5.5.1
Management of Backup and Recovery Functions (FMT_MOF.1)

5.5.1.1
The TSF shall restrict the ability to enable and disable the functions:



Backup, and


Recovery

to the Authorized Administrator. fmt_mof.1.1
Application Note: This requirement adds one new function to the TSF, backup, and requires that backup and recovery functions be appropriately managed (note that this is explicitly supported by the CC, Part 2, Annex H.1, Page 275, list sub-item d).  These functions provide the ability for the Authorized Administrator to backup and restore system and database files, as well as user files.  

Rationale: This component supports the O.MANAGE objective by requiring that critical system and database files can be restored only by an Authorized Administrator to a known state in the event of a failure of the TOE.

Dependencies: 5.5.23 Security Management Roles (FMT_SMR.1)

Management Notes:  Authorized Administrator



Used to manage:




5.6.3 Manual Recovery (FPT_RCV.1)

5.5.2
Management of Purge Function (FMT_MOF.1)

5.5.2.1
The TSF shall restrict the ability to determine the behavior of the functions:


Residual Information Protection

to the Authorized Administrator, such that the Authorized Administrator can purge data from fixed and removable or assignable storage devices. FMT_MOF.1.1
Application Note: A KSCPP conformant TOE must provide a function to purge the specified storage devices in addition to the traditional Object Reuse functions provided in 5.3.4 Residual Information Protection (FDP_RIP.2).

Rationale: This component supports the O.MANAGE objective by permitting an Authorized Administrator to purge storage devices of residual data.

Dependencies: 5.5.23 Security Management Roles (FMT_SMR.1)

Management Notes:  Authorized Administrator



Used to manage:




5.3.4 Residual Information Protection (FDP_RIP.2)

5.5.3
Management of Security Test and Checking Functions (FMT_MOF.1)

5.5.3.1
The TSF shall restrict the ability to determine the behavior of, enable, disable, and modify the behavior of the functions:


Abstract Machine Testing and

Secure Configuration Checking

to the Authorized Administrator. fmt_mof.1.1.
Application Note: A KSCPP conformant TOE must provide the capability for the Authorized Administrator to execute the functions found in 5.6.7 Security Configuration Checking (FPT_TST.1).

Rationale: This component supports the O.MANAGE objective by restricting the configuration checking function to the Authorized Administrator.

Dependencies: 5.5.23 Security Management Roles (FMT_SMR.1)

Management Notes:  Authorized Administrator



Used to manage:




5.6.1 Abstract Machine Testing (FPT_AMT.1)




5.6.7 Security Configuration Checking (FPT_TST.1)

5.5.4
Management of Audit Processes (FMT_MOF.1)

5.5.4.1
The TSF shall restrict the ability to determine the behavior of, enable, disable, and modify the behavior of the functions:


Security Audit

to the Authorized Administrator. fmt_mof.1.1
Application Note: This requires a capability to be able to manage the audit functions.  This includes the ability to enable and disable audit on the system, as well as to define new audit events as necessary.  Furthermore, it allows the Authorized Administrator role to change the behavior of the Audit Notification function such that the actions that the system takes, in the event of an audit process failure, are selectable.

Rationale: This component supports the O.AUDITING objective by controlling authority over security audit functions.

Dependencies:  5.5.23 Security Management Roles (FMT_SMR.1)

Management Notes:  Authorized Administrator



Used to manage:




5.1 Security Audit (FAU)



5.5.5
Management of Security Management Roles (FMT_MOF.1)

5.5.5.1
The TSF shall restrict the ability to determine the behavior of, enable, disable, and modify the behavior of the functions:


Security Management Roles

to the Authorized Administrator. fmt_mof.1.1
5.5.5.2 The TSF shall provide a GUI-based capability for a trusted user to restrict access to system resources, objects, files, hardware, etc, from users or groups. Extended REQ’T
Application Note: This requirement adds the capability for the Authorized Administrator role to add (enable) or delete (disable) roles as identified in 5.5.23 Security Management Roles (FMT_SMR.1).  Furthermore, the Authorized Administrator can also add security relevant functions to (determine the behavior of), or delete security relevant functions from (modify the behavior of), the security management roles. This capability can only be executed by the Authorized Administrator as the potential to abuse this function must be limited.

Rationale: This component supports the O.MANAGE objective by restricting management of the security management roles to the Authorized Administrator.

Dependencies: 5.5.23 Security Management Roles (FMT_SMR.1)

Management Notes: Authorized Administrator



Used to manage:




5.5.23 Security Management Roles (FMT_SMR.1)






Managed by:




5.5.13 Restriction on Security Relevant Functions (FMT_MTD.1)

5.5.6
Management of Object Security Attributes (FMT_MSA.1)

5.5.6.1
The TSF shall enforce the Discretionary Access Control Policy to restrict the ability to modify the access control attributes associated with a named object to authorized identified roles. fmt_msa.1.1
Application Note: It is permissible that only authorized administrators make modifications to access control attributes.

The ability to modify access rights must be restricted in that a user having access rights to a named object does not have the ability to modify those access rights unless granted the right to do so. This restriction may be based on the ownership or set of object hierarchy rules.

Rationale: This component supports the O.CONTROLLED_ACCESS objective by providing the means by which the security attributes of objects are manage by a site.

Dependencies: 5.3.1 Access Control Policy (FDP_ACC.1) and

5.5.23 Security Management Roles (FMT_SMR.1)

Management Notes: The authorized identified roles



Used to Manage:




5.3.2 Access Control Functions (FDP_ACF.1)




5.3.3 Export of User Data to Printer (FDP_ETC.1)




5.3.4 Residual Information Protection (FDP_RIP.2)

5.5.7
Static Attribute Initialization (FMT_MSA.3)

5.5.7.1
The TSF shall enforce the Discretionary Access Control Policy to provide restrictive default values for security attributes that are used to enforce the Discretionary Access Control Policy. fmt_msa.3.1
5.5.7.2
The TSF shall allow the Authorized Administrator to specify alternative initial values to override the default values when an object or information is created. fmt_msa.3.2
Application Note: A KSCPP-conformant TOE must provide protection by default for all objects at creation time. This may be done through the enforcing of a restrictive default access control on newly created objects or by requiring the user to explicitly specify the desired access controls on the object at its creation. In either case, there shall be no window of vulnerability through which unauthorized access may be gained to newly created objects.

Rationale: This component supports the O.DAC_ENFORCE objective by requiring that objects are properly protected starting from the instant that they are created.

Dependencies: 5.5.6 Management of Object Security Attributes (FMT_MSA.1) and

5.5.23 Security Management Roles (FMT_SMR.1)

Management Notes: Authorized Administrator



Used to Manage:




 5.3.2 Access Control Functions (FDP_ACF.1)

5.5.8
Management of the Audit Trail (FMT_MTD.1)

5.5.8.1
The TSF shall restrict the ability to create, delete, and clear the audit trail to the Authorized Administrator. fmt_mtd.1.1
Application Note: The selection of “create, delete, and clear” functions for audit trail management reflect common management functions. These functions should be considered generic—other audit administration functions that are critical to the management of a particular audit mechanism implementation may be provided in compliant products.

Rationale: The component supports the O.ACCT_MANAGE objective by ensuring that the accountability information is not compromised by destruction of the audit trail.

Dependencies: 5.5.23 Security Management Roles (FMT_SMR.1)

Management Notes: Authorized Administrator



Used to Manage:




5.1.8 Guarantees of Audit Data Availability (FAU_STG.1)

5.5.9
Archive of Audit Data (FMT_MTD.1)

5.5.9.1
The TSF shall restrict the ability to archive the audit data to the Authorized Administrator. fmt_mtd.1.1
Application Note: This requirement presupposes the existence of a mechanism to archive audit data, and restricts use of that mechanism to an authorized administrator.  Unlike the majority of the other management components, this component does not manage any other functions in the TSF.

Rationale: The component supports the O.ACCT_MANAGE objective by ensuring that the accountability information is not compromised by destruction or release of the audit trail.

Dependencies: 5.5.23 Security Management Roles (FMT_SMR.1)

Management Notes: Authorized Administrator



Used to Manage:




None

5.5.10
Management of Audited Events (FMT_MTD.1)

5.5.10.1
The TSF shall restrict the ability to modify or observe the set of audited events to the Authorized Administrator. fmt_mtd.1.1
Application Note: The set of audited events are the subset of auditable events which will be audited by the TSF. The term set is used loosely here and refers to the total collection of possible ways to control which audit records get generated; this could be by type of record, identity of user, identity of object, or whatever.

It is an important aspect of audit that users neither be able to effect which of their actions at audited, and therefore must not have control over or knowledge of it happening.

Rationale: This component supports the O.ACCT_MANAGE objective by providing the administrator with the ability to control the degree to which accountability is generated.

Dependencies: 5.5.23 Security Management Roles (FMT_SMR.1)

Management Notes: Authorized Administrator



Used to Manage:




5.1.7 Selective Audit (FAU_SEL.1)

5.5.11
Management of User Attributes (FMT_MTD.1)

5.5.11.1
The TSF shall restrict the ability to initialize and modify the user security attributes to the Authorized Administrator. fmt_mtd.1.1
Application Note: The types of user security attributes, such as the data defining identification and authentication, access control, and audit, are implicitly described in sections 5.5.6, 5.5.7, 5.5.10, and 5.5.12 of this PP.

Rationale: This component supports the O.MANAGE objective by providing the administrator with the means to manage who are authorized users and what attributes are associated with each user.

Dependencies: 5.5.23 Security Management Roles (FMT_SMR.1)

Management Notes: Authorized Administrator



Used to Manage:




5.4.2 User Attribute Definition (FIA_ATD.1)

5.5.12
Management of Authentication Data (FMT_MTD.1)

5.5.12.1
The TSF shall restrict the ability to initialize the authentication data to the Authorized Administrator. fmt_mtd.1.1
5.5.12.2
The TSF shall restrict the ability to modify or view  the authentication data to users authorized to modify their own authentication data and the Authorized Administrator via a graphical user interface (GUI).
Application Note: User authentication data refers to information that users must provide to authenticate themselves to the TSF. Examples include passwords, personal identification numbers, and fingerprints. User authentication data does not include the users identity. 
Viewing of a password, even in encrypted form, by an unauthorized user is not advisable.

In addition to actual passwords, authentication data may include the attributes of user accounts, such as password length, ageing, and uniqueness, and lockout characteristics.

This component does not require that any user be authorized to modify their own authentication information; it only states that it is permissible. It is not necessary that requests to modify authentication data require reauthentication of the requester’s identity at the time of the request.

The ability to change passwords must be provided via a graphical user interface (GUI) so as to limit the number of security relevant functions that would otherwise be available at the command line of a typical operating system.

Rationale: This component supports the O.ACCESS objective by ensuring integrity and confidentiality of authentication data.

Dependencies: 5.5.23 Security Management Roles (FMT_SMR.1)

Management Notes: Authorized Administrator



Used to Manage:




5.4.4 Strength of Authentication Data (FIA_SOS.1)

5.5.13
Restriction on Security Relevant Functions (FMT_MTD.1)

5.5.13.1
The TSF shall restrict the ability to assign the security relevant functions to non-trusted roles (such that the TSF prohibits the assignment of security functions to non-trusted roles) to the Authorized Administrator. fmt_mtd.1.1
Application Note: In combination with 5.5.23 Security Management Roles (FMT_SMR.1) and 5.5.4 Management of Audit Processes (FMT_MOF.1), this requirement prohibits security relevant functions from being assigned to non-trusted roles. Without this requirement, it might be possible to assign security relevant functions to non-trusted roles.

Rationale: A refinement of the source CC component was necessary to be able to accommodate this restriction.  This component supports the O.AUTH objective by restricting access to security relevant functions to trusted roles.

Dependencies: 5.5.23 Security Management Roles (FMT_SMR.1)

Management Notes: Authorized Administrator


Used to Manage:



5.5.5 Management of Security Management Roles (FMT_MOF.1)



5.5.23 Security Management Roles (FMT_SMR.1)

5.5.14
Management of Session and Account Locking (FMT_MTD.1)

5.5.14.1
The TSF shall restrict the ability to change the default value of the


session locking period of inactivity (i.e., time), and


number of unsuccessful login attempts detected by the TOE
to the Authorized Administrator. fmt_mtd.1.1
Application Note: This requirements is here to allow the “Authorized Administrator” to modify the default values related to session locking and authentication failures.

Rationale: This component supports the O.MANAGE objective by providing the administrator with the means to manage default values within the system.

Dependencies: 5.5.23 Security Management Roles (FMT_SMR.1)

Management Notes: Authorized Administrator



Used to Manage:




5.4.1 Authentication Failure Handling (FIA_AFL.1)




5.7.1 TSF-Initiated Session Locking FTA_SSL.1

5.5.15
Management of Advisory Warning Message Functions (FMT_MTD.1)

5.5.15.1
The TSF shall restrict the ability to change the default value of the
warning prior to login and warning during the login to the Authorized Administrator. fmt_mtd.1.1
Application Note: This requirements is here to allow the “Authorized Administrator” to modify the default values related to advisory warning messages which might be site-specific.

Rationale: This component supports the O.MANAGE objective by providing the administrator with the means to manage default values within the system.

Dependencies: 5.5.23 Security Management Roles (FMT_SMR.1)

Management Notes: Authorized Administrator



Used to Manage:




5.7.3 Warning Prior to Login (FTA_TAB.1)




5.7.4 Warning During the Login (FTA_TAB.1)

5.5.16
Management of Limits on Authentication Data (FMT_MTD.2)

5.5.16.1
The TSF shall restrict the specification of the limits for authentication data to the Authorized Administrator. FMT_MTD.2.1

5.5.16.2
The TSF shall take a set of actions, if the TSF data are at, or exceed, the indicated limits:  issue a warning to the user and require re-entry of the dataFMT_MTD.2.2
Application Note: Authentication data may include quality metrics used to determine acceptable passwords.

Rationale: This component supports the O.MANAGE objective by providing the administrator with the means to manage the attributes of user authorization, such as passwords.

Dependencies: 5.5.8 Management of the Audit Trail (FMT_MTD.1), 

5.5.9 Archive of Audit Data (FMT_MTD.1), 

5.5.10 Management of Audited Events (FMT_MTD.1), 

5.5.11 Management of User Attributes (FMT_MTD.1), 

5.5.12 Management of Authentication Data (FMT_MTD.1), and

5.5.23 Security Management Roles (FMT_SMR.1)

Management Notes: Authorized Administrator



Used to Manage:



5.4.4 Strength of Authentication Data (FIA_SOS.1)

5.5.17
Management of Limits on the Audit Trail (FMT_MTD.2)

5.5.17.1
The TSF shall restrict the specification of the limits for size of the audit trail to the Authorized Administrator. FMT_MTD.2.1
5.5.17.2
The TSF shall take the following actions, if the TSF data are at, or exceed, the indicated limits: generate a notification to a trusted user. FMT_MTD.2.2     The default threshold shall be 70 percent.  The default time of day upon which audit data will be automatically archived shall be 0000 hours. 

Application Note: These requirements ensure the auditing of security relevant events by permitting only the Authorized Administrator role to control the physical size of the audit trail and by requiring that the TSF not lose audit data because of a lack of storage space.  Typically, a system shutdown is forced when the audit trail file is full.  Alternatively, security relevant events can be terminated without shutting down the whole system.


It should be possible for a trusted user to configure the threshold n percent of available storage capacity when a notification will be generated or when data will be automatically archived, and the time of day upon which audit data will be automatically archived.

Rationale: This component support the O.AUDITING objective by ensuring that sufficient space is available to hold audit trail data and that the TSF will not process security relevant events while the audit trail is not recording data.

Dependencies:  5.5.8 Management of the Audit Trail (FMT_MTD.1)

Management Notes: Authorized Administrator



Used to Manage:




5.1.9 Action in Case of Possible Audit Data Loss (FAU_STG.3)

5.5.18
Revocation of User Attributes (FMT_REV.1)

5.5.18.1
The TSF shall restrict the ability to revoke security attributes associated with the users and system processes within the TSC to the Authorized Administrator. fmt_rev.1.1

5.5.18.2
The TSF shall enforce the rules: fmt_rev.1.2
a)
The immediate revocation of security-relevant authorizations
.
Application Note: The term “security-relevant authorization” is used here to mean a capability, assigned administratively to some user(s), to perform security-relevant operations not permitted ordinary, untrusted users (e.g., privileges, administrative roles). The term “authorization” is not intended to cover controls on routine access to data by untrusted users; that is handled through the DAC mechanism. Examples of authorizations include: ability to act as an authorized administrator, ability to set audit control parameters, ability to act as system operator, ability to manipulate others’ requests in printer queues, and ability to change other users’ passwords. Many authorizations could have serious consequences if misused, so an immediate revocation method must exist, although it need not be the usual method (e.g., The usual method may be editing the trusted users profile, but the change doesn’t take effect until the user logs off and logs back on. The method for immediate revocation might be to edit the trusted users profile and “force” the trusted user to log off.). The immediate method must be specified in administrator guidance. In a distributed environment the developer must provide a description of how the “immediate” aspect of this requirement is met.

An example of an additional resource in the assignment statement of FPT_REV.2.1 would be a system daemon or some job not necessarily associated with a named user.

Rationale: This component supports the O.AUTH objective by controlling access to data and functions which are not generally available to all users.

Dependencies: 5.5.23 Security Management Roles (FMT_SMR.1)

Management Notes: Authorized Administrator



Used to Manage:




5.3.2 Access Control Functions (FDP_ACF.1)




5.3.3 Export of User Data to Printer (FDP_ETC.1)

5.5.19
Administrative Support Tools


5.5.19.1 The TSF shall provide the capability for a trusted user to lock and unlock user accounts.EXTENDED REQ'T

5.5.19.2 The TOE shall provide a standard set of support tools to determine the security posture of KSCPP-compliant systems. EXTENDED REQ'T

These tools will include


- capability to validate that passwords have met the requirements for password characteristics



- capability for a trusted user to monitor and analyse the configuration of a host.


- capability to verify the configuration of a system to ensure that the security policy has been implemented

5.5.19.3 The TSF shall provide the capability for a trusted user to enable or disable marking printed output with sensitivity labels and handling caveats. EXTENDED REQ'T

5.5.19.4 The TSF shall provide a GUI-based capability for a trusted user to configure all audit functionality. EXTENDED REQ'T
5.5.20
TOE Access History Control


5.5.20.1 The TSF shall provide a trusted user the capability to enable or disable display of last successful login date and time and the number of unsuccessful login attempts. EXTENDED REQ'T
5.5.21
Control of User Processes


5.5.21.1 The TSF shall provide a trusted user the capability to kill or halt a user’s processes. EXTENDED REQ'T
5.5.22
Revocation of Object Attributes (FMT_REV.1)

5.5.22.1
The TSF shall restrict the ability to revoke security attributes associated with the objects within the TSC to users authorized by the Discretionary Access Control policy. fmt_rev.1.1
5.5.22.2
The TSF shall enforce the rules: fmt_rev.1.2
a)
Changes to the access rights associated with an object shall be enforced when an access check is made.
Application Note: The DAC policy may include immediate revocation (e.g., Multics immediately revokes access to segments) or delayed revocation (e.g., most UNIX systems do not revoke access to already opened files). The DAC access rights are considered to have been revoked when all subsequent access control decisions by the TSF use the new access control information. It is not required that every operation on an object make an explicit access control decision as long as a previous access control decision was made to permit that operation. It is sufficient that the developer clearly documents in end-user documentation how revocation is enforced.

Rationale: This component supports the O.CONTROLLED_ACCESS objective by providing that specified access control attributes are enforced at some fixed point in time.

Dependencies: 5.5.23 Security Management Roles (FMT_SMR.1)

Management Notes: Authorized User



Used to Manage:




5.3.2 Access Control Functions (FDP_ACF.1)




5.3.3 Export of User Data to Printer (FDP_ETC.1)

5.5.23
Security Management Roles (FMT_SMR.1)

5.5.23.1
The TSF shall maintain the roles: fmt_smr.1.1
a)
authorized administrator,
b)
authorized user,

c)
any other trusted roles defined during the operation of the TOE,
d)
and any other non-trusted roles defined during the operation of the TOE.
5.5.23.2
The TSF shall be able to associate users with roles. fmt_smr.1.2
Application Note: A KSCPP conformant TOE needs to support the following roles:

Authorized User. The role Authorized User is a user who has been properly identified and authenticated. These users are considered to be legitimate users of the TOE.

Authorized Administrator - The role Authorized Administrator is an authorized user who has been granted the authority to manage the TOE. These users are expected to use this authority only in the manners prescribed by the guidance given them.

In addition, the TSF must also support the ability to handle new roles as defined during the operation of the TOE itself. 

The KSCPP specifies a number of functions that are required of, or are restricted to, an authorized administrator.  There may be additional functions that are specific to the TOE. These would include any additional functions that could undermine the proper operation of the TSF and that should be considered as security relevant.  Note: At a minimum, these functions are identified in the GOTS COE KPC software.

The COE system administration function is accomplished using the system administration role.  This role is used to configure, manage and print from a COE workstation, reboot or shut down the system, mount file systems, format hard drives, load or install segments and distributions, change machine IDs, set system time, configure a workstation as a Domain Name Service (DNS) client, and set the routing configuration.  The system administration role is assigned to the sysadmin account (Administrator account on Windows systems) during COE kernel installation.

The COE security administration function is accomplished using the security management role.  This role creates, deletes, and maintains user accounts, and assigns user profiles.  Profiles enable a security manager to assign sets of applications to users, often according to job responsibilities, and provide users with easy access to the executables and icons they need to perform their duties.  The security management role is assigned to the secman account during COE kernel installation.

Rationale: This component supports the O.MANAGE objective. In addition, accountability requires that security-relevant events be recorded. In order for that to occur, security-relevance must first be established.

Dependencies: None

Management Notes: Authorized Administrator



Managed by:




5.5.5 Management of Security Management Roles (FMT_MOF.1)




5.5.13 Restriction on Security Relevant Functions (FMT_MTD.1)

5.6
Protection of the TOE Security Functions (FPT)

5.6.1
Abstract Machine Testing (FPT_AMT.1)

5.6.1.1
The TSF shall run a suite of tests during initial start-up to demonstrate the correct operation of the security assumptions provided by the abstract machine that underlies the TSF. fpt_amt.1.1
Application Note: In general this component refers to the proper operation of the hardware platform on which a TOE is running. The test suite needs to cover only aspects of the hardware on which the TSF relies to implement required functions, including domain separation. If a failure of some aspect of the hardware would not result in the TSF compromising the functions it performs, then testing of that aspect is not required.

Rationale: This component supports the O.ENFORCEMENT objective by demonstrating that the underlying mechanisms are working as expected.

Dependencies: None

Management Notes: Authorized Administrator



Managed by:




5.5.3 Management of Security Test and Checking





Functions (FMT_MOF.1)

5.6.2
Basic Internal TSF Data Transfer Protection (FPT_ITT.1)

5.6.2.1 The TSF shall protect TSF data from disclosure or modification when it is transmitted between separate parts of the TOE. FPT_ITT.1.1
5.6.3
Manual Recovery (FPT_RCV.1)

5.6.3.1
After a failure or service discontinuity, the TSF shall enter a maintenance mode where the ability to return the TOE to a secure state (as defined  and specified by the developer) using a previously made backup of the TOE, is provided. fpt_rvm.1.1
Application Note: This requirement provides the ability to perform a manual recovery of the TOE.  This requirement was refined from the CC requirements to refer to the need for a previously made backup of the TOE.  It depends upon the existence of a previously made backup of the TOE.  The backup functionality, and management of this function is provided in, 5.5.1 Management of Backup and Recovery Functions (FMT_MOF.1).  


In order to avoid the inclusion of an Informal TOE Security Policy Model (ADV_SPM.1), which would result in an augmentation of the EAL that was selected (i.e., EAL3), the requirement was further refined such that the developer must define and specify what a “secure state” is for their TOE (see the quote in the Dependencies section below).


“The phrase ‘secure state’ refers to some state in which the TOE has consistent TSF data and a TSF that can correctly enforce the policy.  This state may be the initial ‘boot’ of a clean system, or it might be some checkpointed state. The ‘secure state’ is defined in the TSP model.  If the developer provided a clear definition of the secure state and the reason why it should be considered secure, the dependency can be argued away.” (Part 2, Annex J.8, Page 319).

Rationale: This component supports the O.RECOVER objective by ensuring that the system can recover to a secure state following a failure.

Dependencies: 
5.6.7 Security Configuration Checking (FPT_TST.1)

6.4.1 Administrator Guidance (AGD_ADM.1)


ADV_SPM.1 (which is not included)


Management Notes: Authorized Administrator



Managed by:




5.5.1 Management of Backup and Recovery





Functions (FMT_MOF.1)

5.6.4
Non-bypassability of the TSP (FPT_RVM.1)

5.6.4.1
The TSF shall ensure that the TSP enforcement functions are invoked and succeed before each function within the TSC is allowed to proceed. fpt_rvm.1.1
Application Note: This requires that the TSF validate all actions between subjects and objects that require policy enforcement.

Rationale: This component supports O.ENFORCEMENT objective by ensuring that the TSP is not being bypassed.

Dependencies: None

Management Notes: None

5.6.5
Domain Separation (FPT_SEP.1)

5.6.5.1
The TSF shall maintain a security domain for its own execution that protects it from interference and tampering by untrusted subjects. fpt_sep.1.1

5.6.5.2
The TSF shall enforce separation between the security domains of subjects in the TSC. fpt_sep.1.2
Application Note: This component does not imply a particular implementation of a TOE.  The implementation needs to exhibit properties that the code and the data upon which the TSF relies are not alterable in ways that would compromise the TSF and that observation of TSF data would not result in failure of the TSF to perform its job. Examples of things to be protected would include, but are not limited to, the Audit mechanisms, audit data, and configuration parameters.  This could be done either by hardware mechanisms or hardware architecture. Possible implementations include multi-state CPU’s which support multiple task spaces and independent nodes within a distributed architecture.

The second element can also met in a variety of ways, including CPU support for separate address spaces, separate hardware components, or entirely in software. The latter in likely in layered applications such as graphic user interface system which maintains separate subjects.

Rationale: This component supports the O.ENFORCEMENT objective by ensuring that a TSF exists within the TOE and that it can reliably carry out its functions.

Dependencies: None

Management Notes: None

5.6.6
Reliable Time Stamps (FPT_STM.1)

5.6.6.1
The TSF shall be able to provide reliable time stamps for its own use. fpt_stm.1.1
Application Note: The generation of audit records relies on having a correct date and time included. 
Rationale: This component supports the O.AUDITING objective by ensuring that accountability information is accurate.

Dependencies: None

Management Notes: None

5.6.7
Security Configuration Checking (FPT_TST.1)

5.6.7.1
The TSF shall run a suite of self tests at the request of the authorized user to demonstrate the correct operation of the TSF. fpt_tst.1.1

5.6.7.2
The TSF shall provide authorized users with the capability to verify the integrity of TSF data using COE GOTS supplied software. fpt_tst.1.2
5.6.7.3
The TSF shall provide authorized users with the capability to verify the integrity of stored TSF executable code using COE GOTS supplied software. fpt_tst.1.3


5.6.7.4  The TSF shall be configured such that a password must be entered to boot to a privileged start-up state. Extended REQ’T

5.6.7.5 The TSF shall provide the capability to detect and eradicate malicious code. Extended REQ’T
5.6.7.6 The TSF shall provide the capability for a user to initiate a scan of hard drives and removable media for malicious code and alert the user and a trusted user if such code is detected. Extended REQ’T
5.6.7.7 Alerting of the user and trusted user of the detection of malicious code shall use the following techniques: Extended REQ’T

- visible message on the workstation screen


- audible alarm
5.6.7.8 The TSF shall provide the capability to automatically scan hard drives and removable media for malicious code. Extended REQ’T
5.6.7.9 The TSF shall provide the capability to capture malicious code during the eradication process and store the malicious code as data in a separate file. Extended REQ’T
Application Note: The ability for authorized users to check the secure configuration of the TSF is necessary to monitor the system for known flaws during operation.  This requirement was refined from the CC requirements to refer to COE GOTS supplied software that is to be used to implement the functions associated with this requirement.  The user who is authorized to perform this operation is defined by the 5.4.3 Management of Security Test and Checking Functions (FMT_MOF.1).

Rationale: This component supports the O.MANAGE objective by providing integrity checking tools to authorized users.

Dependencies: 5.6.1 Abstract Machine Testing (FPT_AMT.1)

Management Notes: Authorized User



Managed by:




5.5.3 Management of Security Test and Checking





Functions (FMT_MOF.1)

5.7
TOE Access (FTA)

5.7.1
TSF-Initiated Session Locking (FTA_SSL.1)

5.7.1.1
The TSF shall lock an interactive session after a trusted-user configured time period of inactivity by:


a) clearing or overwriting display devices, making the current 


   contents unreadable (default of 15 minutes); 


b) disabling any activity of the user’s data access/display devices other than 
                 unlocking the session; FTA_SSL.1.1




c) logging the user off (default of 30 minutes). Extended REQ’T
5.7.1.2
The TSF shall require the following events to occur prior to unlocking the session:  use of any input device to initiate actions to restore a locked session and re-authentication of that user. fta_ssl.1.2  
5.7.1.3 The screen-lock capability shall be available for users to activate via icon, menu selection, or button. Extended REQ’T
5.7.1.4 The TSF shall provide the capability for a trusted user to unlock a screen-locked terminal irrespective of which user was logged in to that terminal. Extended REQ’T
Application Note: In addition to clearing the screen and disabling any activity of the user’s data access, a locked session also means that any input values (e.g., from a keyboard or mouse) are ignored except for the purpose of restoring a locked session.  

Rationale: This component supports the O.ACCESS objective by reducing the risk that an unattended workstation will be subject to unauthorized access.

Dependencies: 5.4.5 Authentication (FIA_UAU.1)

Management Notes: None

5.7.2
User-Initiated Locking (FTA_SSL.2)


5.7.2.1
The TSF shall allow user-initiated locking of the user’s own interactive session, by:
a) clearing or overwriting display devices, making the current contents unreadable; 
b) disabling any activity of the user’s data access/display devices other than unlocking the session. fta_ssl.2.1


5.7.2.2
The TSF shall require the following events to occur prior to unlocking the session: use of any input device to initiate actions to restore a locked session and re-authentication of users. fta_ssl.2.2
Application Note: In addition to clearing the screen and disabling any activity of the user’s data access, a locked session also means that any input values (e.g., from a keyboard or mouse) are ignored except for the purpose of restoring a locked terminal.

Rationale: his component supports the O.ACCESS objective by reducing the risk that an unattended workstation will be subject to unauthorized access.

Dependencies: 5.4.5 Authentication (FIA_UAU.1)

Management Notes: None

5.7.3
Warning Prior to Login (FTA_TAB.1)

5.7.3.1
Before establishing a user session and prior to the login process, the TSF shall display an advisory warning message regarding unauthorized use of the TOE that also indicates the highest classification of information processed on the system. FTA_TAB.1.1
Application Note: The content of the warning message should be maintainable by the Authorized Administrator.  This requirement was refined from the CC requirements to refer to the period prior to login (i.e., before the user begins to enter information into the system as part of a login process).  Furthermore, this requirement was refined such that the advisory message indicates the highest classification of the information processed.

Rationale: Warning prior to login supports the O.ACCESS objective by notifying unauthorized users of the minimum clearance needed to access the system.

Dependencies: None

Management Notes: Authorized Administrator



Managed by:




5.5.15 Management of Advisory Warning Message





Functions (FMT_MTD.1)

5.7.4
Warning During the Login (FTA_TAB.1)

5.7.4.1
Before establishing a user session but during the login process, the TSF shall display an advisory warning message regarding unauthorized use of the TOE that indicates that:


- misuse of the system is subject to applicable penalties and


- the user accepts responsibility for his or her actions prior to being  permitted to access information. fta_TAB.1.1
Application Note: The content of the warning message should be maintainable by the Authorized Administrator.  This requirement was refined from the CC requirements to refer to the period during the login process (i.e., after the user initiates the login process but before the login process has completed).  Furthermore, this requirement was refined such that the advisory message indicates the potential penalties and user responsibilities with respect to accessing information on the TOE.

Rationale: Unauthorized use of the TOE is legally prosecutable if the potential user was explicitly notified that unauthorized access is not permitted.  Warning during login supports the O.ACCESS objective by establishing a legal basis for prosecution of unauthorized users.

Dependencies: None

Management Notes: Authorized Administrator



Managed by:




5.5.15 Management of Advisory Warning Message





Functions (FMT_MTD.1)

5.7.5
TOE Access History (FTA_TAH.1)


5.7.5.1 Upon successful session establishment, the TSF shall display the date and time of the last unsuccessful attempt to session establishment and the number of unsuccessful attempts since the last successful session establishment. FTA_TAH.1.2

6.0
Assurance Requirements

This section defines the Evaluation Assurance Level (EAL) requirements for the TOE. In the following sub-sections, Assurance components for EAL 3 are presented. 

EAL3 is applicable in those circumstances where developers or users require a moderate level of independently assured security, and require a thorough investigation of the TOE and its development without substantial re-engineering.




The EAL, without augmentation, is taken from Part 3 of the CC.

6.1
Configuration Management (ACM)

6.1.1
Authorization Controls (ACM_CAP.3)


6.1.1.1C
The CM plan shall describe how the CM system is used. acm_cap.3.7c

6.1.1.2C
The evidence shall demonstrate that the CM system is operating in accordance with the CM plan. acm_cap.3.8c
  6.1.1.3C
The CM documentation shall provide evidence that all configuration items have been and are being effectively maintained under the CM system. acm_cap.3.9c

6.1.1.4C
The CM system shall provide measures such that only authorized changes are made to the configuration items. acm_cap.3.10c


Application Note: This component provides for three things. First it requires that the TOE being identifiable by a customer, using things such as version and part numbers, to ensure that the proper thing has been installed. Second it requires that the materials used to produce the TOE, such as source code and design documentation are identified. And third it requires that the production of the TOE be done in a controlled manner.

6.1.2
Coverage (ACM_SCP.1)


6.1.2.1D
The developer shall provide CM documentation. acm_scp.1.1d

6.1.2.1C
The CM documentation shall show that the CM system, as a minimum, tracks the following: the TOE implementation representation, design documentation, test documentation, user documentation, administrator documentation, and CM documentation. acm_scp.1.1c
6.1.2.2C
The CM documentation shall describe how configuration items are tracked by the CM system. acm_scp.1.2c


6.1.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. acm_scp.1.1e

6.2
Delivery and Operation (ADO)

6.2.1
 Delivery Procedures (ADO_DEL.1)

6.2.1.1D
The developer shall document procedures for delivery of the TOE or parts of it to the user. ado_del.1.1d

6.2.1.2D
The developer shall use the delivery procedures. ado_del.1.2d

6.2.1.1C
The delivery documentation shall describe all procedures that are necessary to maintain security when distributing versions of the TOE to a user’s site. ado_del.1.1c

6.2.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. ado_del.1.1e
Application Note: The delivery procedures for a KSCPP conformant TOE can vary greatly and can range from a shrink wrapped box from a retail outlet to delivery by a field engineer. As such, there may be opportunities for third parties to tamper with the TOE delivery process. In these cases the developer should provide procedures or mechanisms to mitigate the threat.

6.2.2
Installation, Generation, and Start-Up Procedures (ADO_IGS.1)

6.2.2.1D
The developer shall document procedures necessary for the secure installation, generation, and start-up of the TOE. ado_igs.1.1d

6.2.2.1C
The documentation shall describe the steps necessary for secure installation, generation, and start-up of the TOE. ado_igs.1.1c

6.2.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. ado_igs.1.1e

6.2.2.2E
The evaluator shall determine that the installation, generation, and start-up procedures result in a secure configuration. ado_igs.1.2e
Application Note: The required documentation depends on the way in which a TOE is generated and installed. For example the generation of a TOE from source code may be done at the development site, in which case the required documentation would be considered part of the design documentation. On the other hand, if some part of the TOE generation is done by the TOE administrator, it would be part of the administrative guidance. Similar circumstances could also apply to both installation and start-up procedures.

6.3

Development (ADV)

6.3.1
Functional Specification (ADV_FSP.1)

6.3.1.1D
The developer shall provide a functional specification. adv_fsp.1.1d
6.3.1.1C
The functional specification shall describe the TSF and its external interfaces using an informal style. adv_fsp.1.1c
6.3.1.2C
The functional specification shall be internally consistent. adv_fsp.1.2c
6.3.1.3C
The functional specification shall describe the purpose and method of use of all external TSF interfaces, providing details of effects, exceptions and error messages, as appropriate. adv_fsp.1.3c

6.3.1.4C
The functional specification shall completely represent the TSF. adv_fsp.1.4c
  6.3.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. adv_fsp.1.1e


6.3.1.2E
The evaluator shall determine that the functional specification is an accurate and complete instantiation of the TOE security functional requirements. adv_fsp.1.2e
Application Note: This components requires that the design documentation includes a complete description of the TSF as seen from outside it. In particular it needs to address the mechanisms which are used to meet the functional requirements of the PP. Other areas need to be addressed to the degree that they impact upon the functional requirements.

6.3.2
High-Level Design (ADV_HLD.2)


6.3.2.1D
The developer shall provide the high-level design of the TSF. adv_hld.1.1d
6.3.2.1C
The presentation of the high-level design shall be informal. adv_hld.1.1c
6.3.2.2C
The high-level design shall be internally consistent. adv_h;d.1.2c

6.3.2.3C
The high-level design shall describe the structure of the TSF in terms of subsystems. adv_hld.1.3c  
6.3.2.4C
The high-level design shall describe the security functionality provided by each subsystem of the TSF. adv_hld.1.4c

6.3.2.5C
The high-level design shall identify any underlying hardware, firmware, and/or software required by the TSF with a presentation of the functions provided by the supporting protection mechanisms implemented in that hardware, firmware, or software. adv_hld.1.5c
6.3.2.6C
The high-level design shall identify all interfaces to the subsystems of the TSF. adv_hld.1.6c

6.3.2.7C
The high-level design shall identify which of the interfaces to the subsystems of the TSF are externally visible. adv_hld.1.7c
  6.3.2.8C
The high-level design shall describe the purpose and method of use of all interfaces to the subsystems of the TSF, providing details of effects, exceptions and error messages, as appropriate. adv_hld.2.8c

6.3.2.9C
The high-level design shall describe the separation of the TSF into TSP-enforcing and other subsystems. adv_hld.2.9c


6.3.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. adv_hld.1.1e


6.3.2.2E
The evaluator shall determine that the high-level design is an accurate and complete instantiation of the TOE security functional requirements. adv_hld.1.2e
Application Note: This component requires that the design documentation include a breakdown of the TSF at a very coarse grain. Both the developer and evaluator need to carefully chose how a “subsystem” is defined for a particular TOE. There must be a balance between subsystems being too large that it is difficult to understand the functions of any single subsystem and subsystems that are so small that how they fit into the system as a whole is difficult to understand. If different pieces of the TSF are developed or maintained by different groups of developers, that can serve in making those choices.

Furthermore, it must be noted that the presentation need only be informal. This means that the interfaces between subsystems need to be presented to general terms of how they interact, not to the level of presenting an API between them.

6.3.3
Correspondence Demonstration (ADV_RCR.1)


6.3.3.1D
The developer shall provide an analysis of correspondence between all adjacent pairs of TSF representations that are provided. adv_rcr.1.1d

6.3.3.1C
For each adjacent pair of provided TSF representations, the analysis shall demonstrate that all relevant security functionality of the more abstract TSF representation is correctly and completely refined in the less abstract TSF representation. adv_rcr.1.1c


6.3.3.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. adv_rcr.1.1e
Application Note: For this PP, this applies to ensure that the functional specification and high-level design are consistent with each other.

6.4

Guidance Documents (AGD)

6.4.1
Administrator Guidance (AGD_ADM.1)


6.4.1.1D
The developer shall provide administrator guidance addressed to system administrative personnel. agd_adm.1.1d


6.4.1.1C
The administrator guidance shall describe the administrative functions and interfaces available to the administrator of the TOE. agd_adm.1.1c

6.4.1.2C
The administrator guidance shall describe how to administer the TOE in a secure manner. agd_adm.1.2c

6.4.1.3C
The administrator guidance shall contain warnings about functions and privileges that should be controlled in a secure processing environment. agd_adm.1.3c
6.4.1.4C
The administrator guidance shall describe all assumptions regarding user behavior that are relevant to secure operation of the TOE. agd_adm.1.4c
6.4.1.5C
The administrator guidance shall describe all security parameters under the control of the administrator, indicating secure values as appropriate. agd_adm.1.5c
6.4.1.6C
The administrator guidance shall describe each type of security-relevant event relative to the administrative functions that need to be performed, including changing the security characteristics of entities under the control of the TSF. agd_adm.1.6c
6.4.1.7C
The administrator guidance shall be consistent with all other documents supplied for evaluation. agd_adm.1.7c

6.4.1.8C
The administrator guidance shall describe all security requirements on the IT environment that are relevant to the administrator. agd_adm.1.8c 


6.4.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. agd_adm.1.1e
Application Note: The content required by this component is quite comprehensive and broadly stated; in particular the contents needs to address any of the mechanisms and functions provided to the administrator to meet the functional requirements of this PP. It should also contain warnings about certain actions that may typically be done by administrators which should not be done with the TOE. This could include turning on certain functions or installing certain software which would compromise the TSF.

6.4.2
User Guidance (AGD_USR.1)


6.4.2.1D
The developer shall provide user guidance. agd_usr.1.1d


6.4.2.1C
The user guidance shall describe the functions and interfaces available to the non-administrative users of the TOE. agd_usr.1.1c
6.4.2.2C
The user guidance shall describe the use of user-accessible security functions provided by the TOE. agd_usr.1.2c
6.4.2.3C
The user guidance shall contain warnings about user-accessible functions and privileges that should be controlled in a secure processing environment. agd_usr.1.3c

6.4.2.4C
The user guidance shall clearly present all user responsibilities necessary for secure operation of the TOE, including those related to assumptions regarding user behavior found in the statement of TOE security environment. agd_usr.1.4c
6.4.2.5C
The user guidance shall be consistent with all other documentation supplied for evaluation. agd_usr.1.5c

6.4.2.6C
The user guidance shall describe all security requirements on the IT environment that are relevant to the user. agd_usr.1.6c

6.4.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. agd_usr.1.1e
Application Note: The content required by this component is quite comprehensive and broadly stated; in particular the contents needs to address any of the mechanisms and functions provided to a user to meet the functional requirements of this PP. It should also contain warnings about certain actions that may typically be done by users which should not be done with the TOE.

6.5

Life Cycle Support (ALC)

6.5.1
Identification of Security Measures (ALC_DVS.1)


6.5.1.1D
The developer shall produce development security documentation. alc_dvs.1.1d

6.5.1.1C
The development security documentation shall describe all the physical, procedural, personnel, and other security measures that are necessary to protect the confidentiality and integrity of the TOE design and implementation in its development environment. alc_dvs.1.1c
6.5.1.2C
The development security documentation shall provide evidence that these security measures are followed during the development and maintenance of the TOE. alc_dvs.1.2c

6.5.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. alc_dvs.1.1e

6.5.1.2E
The evaluator shall confirm that the security measures are being applied. alc_dvs.1.2e  
Application Note: For this PP at EAL 3, this is really an extension of configuration management system requirements to reduce the chance that the TSF is subverted by outsiders during development. 

6.6
Security Testing (ATE)

6.6.1
Coverage (ATE_COV.2)


6.6.1.1D
The developer shall provide an analysis of the test coverage. ate_cov.1.1d/2.1D

6.6.1.1C
The analysis of the test coverage shall demonstrate the correspondence between the tests identified in the test documentation and the TSF as described in the functional specification. ate_cov.2.1C
6.6.1.2C
The analysis of the test coverage shall demonstrate that the correspondence between the TSF as described in the functional specification and the tests identified in the test documentation is complete. atr_cov.2.2c

6.6.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. ate_cov.1.1e
6.6.2
Depth (ATE_DPT.1)


6.6.2.1D
The developer shall provide the analysis of the depth of testing. ate_dpt.1.1d
6.6.2.1C
The depth analysis shall demonstrate that the tests identified in the test documentation are sufficient to demonstrate that the TSF operates in accordance with its high-level design. ate_dpt.1.1c


6.6.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. ate_dpt.1.1e
Application Note: While the high-level design is to be used as the basis for testing, it is not required that internal interfaces between subsystems be tested.

6.6.3
Functional Testing (ATE_FUN.1)


6.6.3.1D
The developer shall test the TSF and document the results. ate_fun.1.1d
6.6.3.2D
The developer shall provide test documentation. ate_fun.1.2d

6.6.3.1C
The test documentation shall consist of test plans, test procedure descriptions, expected test results and actual test results. ate_fun.1.1c

6.6.3.2C
The test plans shall identify the security functions to be tested and describe the goal of the tests to be performed. ate_fun.1.2c

6.6.3.3C
The test procedure descriptions shall identify the tests to be performed and describe the scenarios for testing each security function. These scenarios shall include any ordering dependencies on the results of other tests. ate_fun.1.3c

6.6.3.4C
The expected test results shall show the anticipated outputs from a successful execution of the tests. ate_fun.1.4c

6.6.3.5C
The test results from the developer execution of the tests shall demonstrate that each tested security function behaved as specified. ate_fun.1.5c


6.6.3.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. ate_fun.1.1e

6.6.4
Independent Testing (ATE_IND.2)


6.6.4.1D
The developer shall provide the TOE for testing. ate_ind.2.1d
6.6.4.1C
The TOE shall be suitable for testing. ate_ind.2.1c

6.6.4.2C
The developer shall provide an equivalent set of resources to those that were used in the developer’s functional testing of the TSF. ate_ind.2.2c


6.6.4.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. ate_ind.2.1.e

6.6.4.2E
The evaluator shall test a subset of the TSF as appropriate to confirm that the TOE operates as specified. ate_ind.2.2e

6.6.4.3E
The evaluator shall execute a sample of tests in the test documentation to verify the developer test results. ate_ind.2.3e
Application Note: The choice of the subset tested and sample of tests executed by the evaluator is entirely at the discretion of the evaluator.

6.7
Vulnerability Assessment (AVA)

6.7.1
Examination of Guidance (AVA_MSU.1)


6.7.1.1D
The developer shall provide guidance documentation. ava_msu.1.1d

6.7.1.1C
The guidance documentation shall identify all possible modes of operation of the TOE (including operation following failure or operational error), their consequences and implications for maintaining secure operation. ava_msu.1.1c

6.7.1.2C
The guidance documentation shall be complete, clear, consistent and reasonable. ava_msu.1.2c
6.7.1.3C
The guidance documentation shall list all assumptions about the intended environment. ava_msu.1.3c

6.7.1.4C
The guidance documentation shall list all requirements for external security measures (including external procedural, physical and personnel controls). ava_msu.1.4c


6.7.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. ava_msu.1.1e


6.7.1.2E
The evaluator shall repeat all configuration and installation procedures to confirm that the TOE can be configured and used securely using only the supplied guidance documentation. ava_msu.1.2e


6.7.1.3E
The evaluator shall determine that the use of the guidance documentation allows all insecure states to be detected. ava_msu.1.3
Application Note: This requirement can be approached as testing by the evaluator to ensure that the guidance documents are correct. The content elements primarily reinforce the guidance requirements themselves.

6.7.2
Strength of TOE Security Function Evaluation (AVA_SOF.1)


6.7.2.1D
The developer shall perform a strength of TOE security function analysis for each mechanism having a strength of TOE security function claim. ava_sof.1.1d
6.7.2.1C
For each mechanism with a strength of TOE security function claim the strength of TOE security function analysis shall show that it meets or exceeds the minimum strength level defined in the PP. ava_sof.1.1c

6.7.2.2C
For each mechanism with a specific strength of TOE security function claim the strength of TOE security function analysis shall show that it meets or exceeds the specific strength of function metric defined in the PP. ava_sof.1.2c
  6.7.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. ava_sof.1.1e


  6.7.2.2E
The evaluator shall confirm that the strength claims are correct. ava_sof.1.2e

Application Note: For the KSCPP, the requirement applies to the authentication mechanism which is used as described in 5.4.4.

6.7.3
Developer Vulnerability Analysis (AVA_VLA.1)


6.7.3.1D
The developer shall perform and document an analysis of the TOE deliverables searching for obvious ways in which a user can violate the TSP. ava_vla.1.1d

6.7.3.2D
The developer shall document the disposition of obvious vulnerabilities ava_vla.1.2d.

6.7.3.1C
The documentation shall show, for all identified vulnerabilities, that the vulnerability cannot be exploited in the intended environment for the TOE. ava_vla.1.1c

6.7.3.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. ava_vla.1.1e

6.7.3.2E
The evaluator shall conduct penetration testing, building on the developer vulnerability analysis, to ensure obvious vulnerabilities have been addressed. ava_vla.1.2e
Application Note: The evaluator should consider the following with respect to the search for obvious flaws:

a)
Dependencies among functional components and potential inconsistencies in strength of function among interdependent functions;

b)
Potential inconsistencies between the TSP and the functional specification;

c)
Potential gaps or inconsistencies in the HLD, and potentially invalid assumptions about supporting hardware, firmware, and/or software required by the TSF;

d)
Potential gaps in the administrator guidance that enable the administrator to fail (a) to make effective use of TSF functions, (b) to understand or take actions that need to be performed, (c) to avoid unintended interactions among security functions, and (d) to install and/or configure the TOE correctly. In particular, failure to describe all the security parameters under the administrator’s control and the effects of settings of (interacting combinations of) those parameters; 

e)
Potential gaps in the user guidance that enable the user to fail to control functions and privileges as required to maintain a secure processing environment.  Potential presence in the user guidance of information that facilitates exploitation of vulnerabilities;

f)
Open literature (e.g., CERT advisories, Bugtraq mailing list) which may contain information on vulnerabilities on the TSF and these sources should be consulted.

7.0
Rationale

This section provides the rationale for the selection, creation, and use of the security policies, objec​tives, and components.  Section 7.1 provides the rationale for the existence of the security objectives based upon the stated security policies while Section 7.2 provides the lower-level rationale for the existence of functional and assurance components based upon the stated security objectives.  Section 7.2 provides an analysis that maps given security objectives to components as well as mapping given components to security objectives. In providing a mapping in both directions for the components and objectives, assurance is gained that the objectives were entirely met.  This is further detailed in Section 7.2.

In addition to providing a complete rationale, sections 5 and 6 also provides the necessary application notes needed to understand how a TOE must meet the stated security objectives.  These application notes provide additional information about a particular family/component/element that a developer or evaluator may need in order to fully understand how the component is to be applied.

7.1
Security Objectives Rationale

This section provides a rationale for the existence of each threat, policy statement, security objective, and component that comprise the protection profile. 

7.1.1
Complete Coverage - Threats

The TOE security objectives have been derived exclusively from statements of organizational security policy, and therefore, there are no explicitly defined threats countered by this profile.

7.1.2
Complete Coverage - Policy

This section provides evidence demonstrating coverage of the Organizational Security Policy by both the IT and Non-IT security objectives. The following table shows this objective to policy mapping, and the table is followed by a discussion of the coverage for each Security Policy. 

Table 7.1.2-1.  Mapping of Security Objectives to Organizational Security Policy

Organizational Security Policy
Security Objectives

P.AUTHORIZED_USERS  
O.AUTHORIZATION

O.MANAGE

O.ENFORCEMENT

P.NEED_TO_KNOW
O.DISCRETIONARY_ACCESS

O.RESIDUAL_INFORMATION

O.MANAGE

O.MARKINGS

O.ENFORCEMENT

P.ACCOUNTABILITY 
O.AUDITING

O.MANAGE

O.ENFORCEMENT

P.SYSTEM_INTEGRITY
O.MANAGE

O.ENFORCEMENT

The following discussion provides detailed evidence of coverage for each statement of organizational security policy:

P.AUTHORIZED_USERS 
Only those users who have been authorized to access the information within the system may access the system.
This policy is implemented by the O.AUTHORIZATION objective. The O.MANAGE supports this policy by requiring that the authorized administrators to be able to manage the functions and O.ENFORCE​MENT ensures that functions are invoked and operate correctly.

P.NEED_TO_KNOW
The system must limit the access to the information in protected resources to those authorized users which have a “need to know” for that information.
This policy is implemented by the O.DISCRETIONARY_ACCESS objective. The O.RESIDUAL_INFORMATION objective ensures that information will not given to users which do not have a need to know, when resources are reused. The O.MANAGE supports this policy by requiring that the authorized administrator be able to manage the functions and O.ENFORCEMENT ensures that functions are invoked and operate correctly.  The O.MARKINGS supports this policy by 

appropriately marking printed output.

P.ACCOUNTABILITY
The users of the system shall be held accountable for their actions within the system.
This policy is implemented by the O.AUDITING objective by requiring that actions are recorded in an audit trail. The O.MANAGE supports this policy by requiring that the authorized administrator be able to manage the functions and O.ENFORCEMENT ensures that functions are invoked and operate correctly.

P.SYSTEM_INTEGRITY
The system must have the ability to periodically validate its correct operation and, with the help of authorized users, it must be able to recover from any errors that are detected.
The O.MANAGE supports this policy by requiring that the authorized administrator be able to manage the functions and O.ENFORCEMENT ensures that functions are invoked and operate correctly.

7.2
Security Requirements Rationale

This section provides evidence supporting the combined internal consistency and completeness of the functional components and EAL that comprise the KSCPP.

7.2.1
Internal Consistency of Requirements 

This section describes the mutual support and internal consistency of the components selected for this profile. These properties are discussed for both functional and assurance components.

The functional components were selected from pre-defined CC components. The use of component refinement was accomplished in accordance with CC guidelines.

Assignment, selection, and refinement operations were carried out among components using consis​tent computer security terminology. This helps to avoid the ambiguity associated with interpretations of meanings of terms between related components.

Multiple instantiation of identical or hierarchically-related components was used to clearly state the required functionality that must exist in a TOE conformant with this profile.

7.2.2
Complete Coverage - Objectives

This section demonstrates that the functional components and EAL selected for this profile provide complete coverage of the defined security objectives. The mapping of components to security objec​tive is depicted in the following table:

Table 7.2.2-1.  Mapping of Functional Components to Security Objectives

Security Objective
Functional Component

O.AUTHORIZATION
5.4.1 Authentication Failure Handling (FIA_AFL.1)

5.4.2 User Attribute Definition (FIA_ATD.1)

5.4.4 Strength of Authentication Data (FIA_SOS.1)

5.4.5 Authentication (FIA_UAU.1)

5.4.6 Protected Authentication Feedback (FIA_UAU.7)

5.4.7 Identification (FIA_UID.1)

5.4.8 User-Subject Binding (FIA_USB.1)

5.5.12 Management of Authentication Data (FMT_MTD.1)

5.7.1 TSF-Initiated Session Locking FTA_SSL.1

5.7.2 User-Initiated Locking FTA_SSL.2

5.7.3 Warning Prior to Login (FTA_TAB.1)

5.7.4 Warning During the Login (FTA_TAB.1)

O.DISCRETIONARY_ACCESS
5.3.1 Access Control Policy (FDP_ACC.1)

5.3.2 Access Control Functions (FDP_ACF.1)

5.4.2 User Attribute Definition (FIA_ATD.1)

5.4.8 User-Subject Binding (FIA_USB.1)

5.5.6 Management of Object Security Attributes (FMT_MSA.1)

5.5.7 Static Attribute Initialization (FMT_MSA.3)

5.5.11 Management of User Attributes (FMT_MTD.1)

5.5.18 Revocation of User Attributes (FMT_REV.1)

5.5.22 Revocation of Object Attributes (FMT_REV.1)

O.AUDITING
5.1.1 Alarm Notification (FAU_ARP.1)

5.1.2 Audit Data Generation (FAU_GEN.1)

5.1.3 User Identity Generation (FAU_GEN.2)

5.1.4 Audit Review (FAU_SAR.1)

5.1.5 Restricted Audit Review (FAU_SAR.2)

5.1.6 Selectable Audit Review (FAU_SAR.3)

5.1.7 Selective Audit (FAU_SEL.1)

5.1.8 Guarantees of Audit Data Availability (FAU_STG.1)

5.1.9 Action in Case of Possible Audit Data Loss (FAU_STG.3)

5.1.10 Prevention of Audit Data Loss (FAU_STG.4)

5.4.8 User-Subject Binding (FIA_USB.1)

5.5.4 Management of Audit Processes (FMT_MOF.1)

5.5.8 Management of the Audit Trail (FMT_MTD.1)

5.5.9 Archive of Audit Data (FMT_MTD.1)

5.5.10 Management of Audited Events (FMT_MTD.1)

5.5.17 Management of Limits on the Audit Trail (FMT_MTD.2)

5.6.6 Reliable Time Stamps (FPT_STM.1)

O.MANAGE
5.5.1 Management of Backup and Recovery Functions (FMT_MOF.1)

5.5.2 Management of Purge Function (FMT_MOF.1)

5.5.3 Management of Security Test and Checking Functions (FMT_MOF.1)

5.5.4 Management of Audit Processes (FMT_MOF.1)

5.5.5 Management of Security Management Roles (FMT_MOF.1)

5.5.7 Static Attribute Initialization (FMT_MSA.3)

5.5.8 Management of the Audit Trail (FMT_MTD.1)

5.5.9 Archive of Audit Data (FMT_MTD.1)

5.5.10 Management of Audited Events (FMT_MTD.1)

5.5.11 Management of User Attributes (FMT_MTD.1)

5.5.12 Management of Authentication Data (FMT_MTD.1)

5.5.16 Management of Limits on Authentication Data (FMT_MTD.2)

5.5.13 Restriction on Security Relevant Functions (FMT_MTD.1)

5.5.17 Management of Limits on the Audit Trail (FMT_MTD.2)

5.5.14 Management of Session and Account Locking (FMT_MTD.1)

5.5.15 Management of Advisory Warning Message Functions (FMT_MTD.1)

5.5.18 Revocation of User Attributes (FMT_REV.1)

5.5.23 Security Management Roles (FMT_SMR.1)

O.RESIDUAL_INFORMATION
5.3.4 Residual Information Protection (FDP_RIP.2)

O.MARKINGS
5.3.3 Export of User Data to Printer (FDP_ETC.1)

O.ENFORCEMENT
5.6.1 Abstract Machine Testing (FPT_AMT.1)

5.6.3 Manual Recovery (FPT_RCV.1)

5.6.4 Non-bypassability of the TSP (FPT_RVM.1)

5.6.5 Domain Separation (FPT_SEP.1)

5.6.7 Security Configuration Checking (FPT_TST.1)

The following discussion provides detailed evidence of coverage for each security objective:

O.AUTHORIZATION 

The TSF must ensure that only authorized users gain access to the TOE and its resources.
Users authorized to access the TOE are defined using an identification and authentication process [5.4.2, 5.4.4, 5.4.6, 5.4.7, 5.5.12]. To ensure authorized access to the TOE, authentication data is protected [5.4.1, 5.4.4, 5.5.6]. The strength of the authentication mechanism must be sufficient to ensure that unauthorized users cannot easily pose as authorized users [5.4.4].  Furthermore, unauthorized users are prevented from physically watching the system to determine an authorized user’s password [5.4.6].  Authorized users can leave their workstations unattended, in the middle of a session, without worrying about unauthorized users accessing their workstation [5.7.3, 5.7.4].  Unauthorized users are warned about inappropriate access to the system [5.7.3, 5.7.4].

O.DISCRETIONARY_ACCESS
The TSF must control accessed to resources based on identity of users. The TSF must allow autho​rized users to specify which resources may be accessed by which users.
Discretionary access control must have a defined scope of control [5.3.1]. The rules of the DAC policy must be defined [5.3.2]. The security attributes of objects used to enforce the DAC policy must be defined [5.5.7]. The security attributes of subjects used to enforce the DAC policy must be defined [5.4.2, 5.4.8, 5.5.11, 5.5.18]. Authorized users must be able to control who has access to objects [5.5.6] and be able to revoke that access [5.5.22]. Protection of named objects must be continuous, starting from object creation [5.5.6].

O.AUDITING
The TSF must record the security relevant actions of users of the TOE. The TSF must present this  information to authorized administrators.
Security-relevant actions must be defined, auditable [5.1.2], and capable of being associated with individual users [5.1.3, 5.4.8]. The audit trail must be protected so that only authorized users may access it [5.1.5, 5.5.8]. The TSF must provide the capability to audit the actions of an individual user [5.1.4, 5.1.6, 5.1.7, 5.4.8] and the TSF must notify the administrator in the event of a potential security viola​tion [5.1.1]. The audit trail must be complete [5.1.8, 5.1.9, 5.1.10, 5.5.15]. The time stamp associated must be reliable [5.6.6].  An authorized administrator must be able to review [5.1.4] and manage [5.5.4, 5.5.9, 5.5.10] the audit process, audit data, and auditable events.

O.MANAGE 
The TSF must provide all the functions and facilities necessary to support the authorized administra​tors that are responsible for the management of TOE security. 
The TSF must maintain the concept of “roles” as a means to authorize users to manage the TOE [5.5.23].  Use of the management functions are therefore restricted to the “authorized administrator” or other roles as defined by the “authorized administrator” during operation of the TOE [5.5.5].  However, only security relevant functions can be associated with roles [5.5.13].  The authorized administrator must be able to associate users with the roles [5.5.11, 5.5.23] and modify (or otherwise impact) authentication data [5.5.12, 5.5.13].  Likewise, the authorized administrator must be able to establish a default object attribute policy to be implemented by the TOE during the creation of objects [5.5.6] and they must also be able to revoke user attributes [5.5.18].  The authorized administrator must be able to manage the audit system [5.5.4, 5.5.8, 5.5.9, 5.5.10, 5.5.15].  The authorized administrator must also be able to periodically validate the correct operation and configuration of the TOE [5.5.3].  To protect unattended workstations, the administrator must be able to modify default values related to session and account locking [5.5.16].  The authorized administrator must be able to perform backup and recov​ery functions [5.5.1] as well as invoke a purge function [5.5.2].  Finally, the authorized administrator must be able to establish advisory warning messages to be displayed on the TOE prior to, and during, login [5.5.15].

O.RESIDUAL_INFORMATION
The TSF must ensure that any information contained in a protected resource is not released when the resource is recycled.
Residual information associated with defined objects in the TOE must be purged prior to the reuse of the object containing the residual information [5.3.4].

O.MARKINGS 

The TSF must provide the capability to mark sensitivity labels on printed output.
When an authorized user prints data from the TOE, the TSF must provide a set of selectable options for labelling that data via a COE-compliant GUI interface [5.3.3].

O.ENFORCEMENT
The TSF must be designed and implemented in a manner which ensures that the organizational poli​cies are enforced in the target environment.
The TSF must make and enforce the decisions of the TSP [5.6.4].  It must be protected from interference that would prevent it from performing its functions [5.6.4, 5.6.5].  Additionally, the TOE must provide the capability to demonstrate correct operation of the TSF’s underlying abstract machine [5.6.1] as well as the capability to demonstrate correct operation of the TSF (including verification of the integrity of TSF data and TSF executable code) [5.6.7].  The TSF must also provide a mechanism to restore the TOE to a secure state in the event of a failure of the system [5.6.3]. The correctness of this objective is fur​ther met through the assurance requirements defined in this PP.

Appendix A - KPC - KSCPP Requirements Mapping

This appendix provides a mapping of the KPC Appendix E to the preceding KSCPP functional requirements.  The first column contains the specific reference to a KPC Appendix E requirement (by major section name and then by requirement number.  Due to the numbering scheme used in the KPC Appendix E, it is important to note that the KPC Appendix E requirement numbers are not always sequential.  However, they are in the exact same sequence as is found in the KPC Appendix E document.  The second column contains the KSCPP Requirement(s) that relates to the associated KPC Appendix E requirement.  

Using this table, those readers who are familiar with the KPC Appendix E requirements can easily assess how each requirement was translated into the language of the Common Criteria.  This table also provides a coverage argument that shows that all of the KPC Appendix E requirements have been addressed within the KSCPP.

Table 8.0-1.  KPC Appendix E to KSCPP Functional Requirements Mapping

KPC Appendix E
Section Name and Requirement Number
KSCPP Requirement Reference

I&A
3.2.1
N/A - Just a Header Section in the KPC Appendix E

I&A
3.2.1.1
Section 5.4.8, User-Subject Binding (FIA_USB.1)

I&A
3.2.1.2
Section 5.4.7, Identification (FIA_UID.1)

I&A
3.2.1.3
Section 5.1.3, User Identity Generation (FAU_GEN.2)

I&A
3.2.1.4
Section 5.4.5, Authentication (FIA_UAU.1)

I&A

3.2.1.4.1
Section 5.4.4, Strength of Authentication Data (FIA_SOS.1)

I&A

3.2.1.4.1.1
Section 5.5.12, Management of Authentication Data (FMT_MTD.1)

I&A

3.2.1.4.1.2
Section 5.4.4, Strength of Authentication Data (FIA_SOS.1)

I&A

3.2.1.4.1.3
Section 5.4.4, Strength of Authentication Data (FIA_SOS.1)

I&A

3.2.1.4.1.4
Section 5.4.4, Strength of Authentication Data (FIA_SOS.1)

I&A

3.2.1.4.2
Section 5.4.4, Strength of Authentication Data (FIA_SOS.1)

I&A

3.2.1.5
Section 5.4.6, Protected Authentication Feedback (FIA_UAU.7)

and

Section 5.5.12, Management of Authentication Data (FMT_MTD.1)

I&A

3.2.1.5.2
Section 5.5.12, Management of Authentication Data (FMT_MTD.1)

I&A

3.2.1.6
Section 5.4.1, Authentication Failure Handling (FIA_AFL.1)

I&A

3.2.1.6.1
Section 5.4.1, Authentication Failure Handling (FIA_AFL.1)

I&A

3.2.1.6.2
Section 5.4.1, Authentication Failure Handling (FIA_AFL.1)

and

Section 5.5.16, Management of Session and Account Locking (FMT_MTD.1)

I&A

3.2.1.6.3
Section 5.4.2, User Attribute Definition (FIA_ATD.1)

and

Section 5.5.16, Management of Session and Account Locking (FMT_MTD.1)

I&A

3.2.1.6.4
Section 5.4.1, Authentication Failure Handling (FIA_AFL.1)

I&A

3.2.1.6.5
Section 5.5.11, Management of User Attributes (FMT_MTD.1)

Security Audit
3.2.3
N/A - Just a Header Section in the KPC Appendix E

Security Audit
3.2.3.1
Section 5.1.4, Audit Review (FAU_SAR.1)

and

Section 5.1.5, Restricted Audit Review (FAU_SAR.2)

and

Section 5.1.8, Guarantees of Audit Data Availability (FAU_STG.1)

and

Section 5.5.8, Management of the Audit Trail (FMT_MTD.1)

Security Audit
3.2.3.1.1
Section 5.1.4, Audit Review (FAU_SAR.1)

and

Section 5.1.5, Restricted Audit Review (FAU_SAR.2)

Security Audit
3.2.3.1.2
Section 5.1.8, Guarantees of Audit Data Availability (FAU_STG.1)

and

Section 5.6.4, Domain Separation (FPT_SEP.1)

Security Audit
3.2.3.1.2.1
Section 5.6.4, Domain Separation (FPT_SEP.1)

Security Audit
3.2.3.1.2.2
Section 5.6.4, Domain Separation (FPT_SEP.1)

Security Audit
3.2.3.1.2.3
Section 5.5.4, Management of Audit Processes (FMT_MOF.1)

and

Section 5.6.4, Domain Separation (FPT_SEP.1)

Security Audit
3.2.3.1.3
Section 5.1.9, Action in Case of Possible Audit Data Loss (FAU_STG.3)

Security Audit
3.2.3.1.3.1
Section 5.1.10, Prevention of Audit Data Loss (FAU_STG.4)

Security Audit
3.2.3.1.4
Section 5.1.1, Alarm Notification (FAU_ARP.1)

Security Audit
3.2.3.1.4.1
Section 5.1.1, Alarm Notification (FAU_ARP.1)

Security Audit
3.2.3.1.5
Section 5.5.9, Archive of Audit Data (FMT_MTD.1)

Security Audit

3.2.3.2
Section 5.1.7, Selective Audit (FAU_SEL.1)

Security Audit

3.2.3.3
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

Security Audit

3.2.3.3.1
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

Security Audit

3.2.3.3.2
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

Security Audit

3.2.3.3.3
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

Security Audit

3.2.3.3.4
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

Security Audit

3.2.3.3.5
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

Security Audit

3.2.3.3.7
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

Security Audit

3.2.3.3.8
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

Security Audit

3.2.3.3.9
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

Security Audit

3.2.3.3.10
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

Security Audit

3.2.3.4
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

Security Audit

3.2.3.5
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

Security Audit

3.2.3.5.1
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

and

Section 5.6.5, Reliable Time Stamps (FPT_STM.1)

Security Audit

3.2.3.5.2
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

Security Audit

3.2.2.5.3

(misnumbered, should be 3.2.3.5.3)
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

Security Audit

3.2.2.5.4
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

Security Audit

3.2.3.6
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

Security Audit

3.2.3.7
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

Security Audit

3.2.3.10
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

Security Audit

3.2.3.11
Section 5.1.4, Audit Review (FAU_SAR.1)

Security Audit

3.2.3.11.1
Section 5.1.6, Selectable Audit Review (FAU_SAR.3)

Security Audit

3.2.3.11.2
Section 5.1.6, Selectable Audit Review (FAU_SAR.3)

Availability
3.2.4
N/A - Just a Header Section in the KPC Appendix E

Availability

3.2.4.3
Section 5.5.18, Revocation of User Attributes (FMT_REV.1)

Availability

3.2.4.4
Section 5.5.1, Management of Backup and Recovery Functions (FMT_MOF.1)

Availability

3.2.4.5
Section 5.5.2, Management of Purge Function (FMT_MOF.1)

and

Section 5.6.2, Manual Recovery (FPT_RCV.1)

DAC
3.2.5
N/A - Just a Header Section in the KPC Appendix E

DAC

3.2.5.1
Section 5.3.1, Access Control Policy (FDP_ACC.1)

DAC

3.2.5.2
Section 5.3.2, Access Control Functions (FDP_ACF.1)

DAC

3.2.5.3
Section 5.3.2, Access Control Functions (FDP_ACF.1)

DAC

3.2.5.4
Section 5.3.2, Access Control Functions (FDP_ACF.1)

and

Section 5.5.6, Management of Object Security Attributes (FMT_MSA.1)

DAC

3.2.5.5
Section 5.3.2, Access Control Functions (FDP_ACF.1)

DAC

3.2.5.6
Section 5.5.6, Management of Object Security Attributes (FMT_MSA.1)

and

Section 5.5.7, Static Attribute Initialization (FMT_MSA.3)

DAC

3.2.5.7
Section 5.3.2, Access Control Functions (FDP_ACF.1)

and

Section 5.5.11, Management of User Attributes (FMT_MTD.1)

DAC

3.2.5.9
Section 5.4.2, User Attribute Definition (FIA_ATD.1)

DAC

3.2.5.9.1
Section 5.4.2, User Attribute Definition (FIA_ATD.1)

DAC

3.2.5.10
Section 5.6.4, Domain Separation (FPT_SEP.1)

DAC

3.2.5.11
Section 5.3.1, Access Control Policy (FDP_ACC.1)

DAC

3.2.5.11.1
Section 5.3.1, Access Control Policy (FDP_ACC.1)

and

Section 5.3.2, Access Control Functions (FDP_ACF.1)

and

Section 5.5.6, Management of Object Security Attributes (FMT_MSA.1)

DAC

3.2.5.12
Section 5.7.3, TSF-Initiated session locking FTA_SSL.1

DAC

3.2.5.12.1
Section 5.7.3, TSF-Initiated session locking FTA_SSL.1

and

Section 5.5.16, Management of Session and Account Locking (FMT_MTD.1)

DAC

3.2.5.12.2
Section 5.7.3, TSF-Initiated session locking FTA_SSL.1

and

Section 5.5.16, Management of Session and Account Locking (FMT_MTD.1)

DAC

3.2.5.12.3
Section 5.7.3, TSF-Initiated session locking FTA_SSL.1

and

Section 5.7.4, User-initiated locking FTA_SSL.2

DAC

3.2.5.12.4
Section 5.7.3, TSF-Initiated session locking FTA_SSL.1

and

Section 5.7.4, User-initiated locking FTA_SSL.2

DAC

3.2.5.12.5
Section 5.7.3, TSF-Initiated session locking FTA_SSL.1

and

Section 5.7.4, User-initiated locking FTA_SSL.2

DAC

3.2.5.12.6
Section 5.7.4, User-initiated locking FTA_SSL.2

Markings
3.2.8
N/A - Just a Header Section in the KPC Appendix E

Markings

3.2.8.1
Section 5.7.1, Warning Prior to Login (FTA_TAB.1)

Markings

3.2.8.2
Section 5.7.2, Warning During the Login (FTA_TAB.1)

Markings

3.2.8.2.1
Section 5.7.2, Warning During the Login (FTA_TAB.1)

Markings

3.2.8.4
Section 5.3.3, Export of User Data to Printer (FDP_ETC.1)

Markings

3.2.8.5
Section 5.3.3, Export of User Data to Printer (FDP_ETC.1)

Markings

3.2.8.7
Section 5.3.3, Export of User Data to Printer (FDP_ETC.1)

Object Reuse
3.2.10
N/A - Just a Header Section in the KPC Appendix E

Object Reuse

3.2.10.2
Section 5.3.4, Residual Information Protection (FDP_RIP.2)

Data Integrity
3.2.12
N/A - Just a Header Section in the KPC Appendix E

Data Integrity

3.2.12.1.1
Section 5.1.2, Audit Data Generation (FAU_GEN.1)

System Integrity
3.2.13
N/A - Just a Header Section in the KPC Appendix E

System Integrity

3.2.13.3
Section 5.4.5, Authentication (FIA_UAU.1)

System Architecture
3.2.15
N/A - Just a Header Section in the KPC Appendix E

System Architecture

3.2.15.1
Section 5.6.4, Domain Separation (FPT_SEP.1)

System Architecture

3.2.15.2
Section 5.6.3, Non-bypassability of the TSP (FPT_RVM.1)

TFM
3.2.16
N/A - Just a Header Section in the KPC Appendix E

TFM

3.2.16.1
Section 5.5.23, Security Management Roles (FMT_SMR.1)

TFM

3.2.16.1.1
Section 5.5.23, Security Management Roles (FMT_SMR.1)

TFM

3.2.16.1.2
Section 5.5.23, Security Management Roles (FMT_SMR.1)

TFM

3.2.16.1.3
Section 5.5.5, Management of Security Management Roles (FMT_MOF.1)

TFM

3.2.16.1.4
Section 5.5.5, Management of Security Management Roles (FMT_MOF.1)

and

Section 5.5.23, Security Management Roles (FMT_SMR.1)

TFM

3.2.16.1.4.1
Section 5.3.3, Export of User Data to Printer (FDP_ETC.1)

TFM

3.2.16.1.4.2
Section 5.5.5, Management of Security Management Roles (FMT_MOF.1)

TFM

3.2.16.1.5
Section 5.5.5, Management of Security Management Roles (FMT_MOF.1)

and

Section 5.5.23, Security Management Roles (FMT_SMR.1)

TFM

3.2.16.1.6
Section 5.5.14, Restriction on Security Relevant Functions (FMT_MTD.1)

TFM

3.2.16.2
Section 5.5.11, Management of User Attributes (FMT_MTD.1)

TFM

3.2.16.2.1
Section 5.5.11, Management of User Attributes (FMT_MTD.1)

TFM

3.2.16.2.2
Section 5.5.11, Management of User Attributes (FMT_MTD.1)

TFM

3.2.16.2.3
Section 5.5.11, Management of User Attributes (FMT_MTD.1)

TFM

3.2.16.3
Section 5.5.11, Management of User Attributes (FMT_MTD.1)

TFM

3.2.16.3.1
Section 5.5.11, Management of User Attributes (FMT_MTD.1)

TFM

3.2.16.3.2
Section 5.5.11, Management of User Attributes (FMT_MTD.1)

TFM

3.2.16.3.3
Section 5.5.11, Management of User Attributes (FMT_MTD.1)

TFM

3.2.16.4
Section 5.5.2, Management of Purge Function (FMT_MOF.1)

TFM

3.2.16.5
Section 5.5.3, Management of Security Test and Checking Functions (FMT_MOF.1)

and

Section 5.6.6, Security Configuration Checking (FPT_TST.1)

TFM

3.2.16.5.1
Section 5.4.4, Strength of Authentication Data (FIA_SOS.1)

TFM

3.2.16.5.3
Section 5.5.3, Management of Security Test and Checking Functions (FMT_MOF.1)

and

Section 5.6.6, Security Configuration Checking (FPT_TST.1)
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Appendix B – Auditable events for the “basic” level of audit

Note:  The “basic” level of audit includes the “minimal” level of audit as specified in the Common Criteria.  The following is an extract from the CC of the basic and minimal levels of audit.  In cases where the basic level included the associated minimal level, the minimal level was omitted.  There are occasional grammatical inconsistencies in the wording of the levels.  These were not corrected for this list.

Basic: Reading of information from the audit records.

Basic: Unsuccessful attempts to read information from the audit records.

Basic: Actions taken due to exceeding of a threshold.

Basic: Actions taken due to the audit storage failure.

Basic: Identification of the information, the destination, and a copy of the evidence provided.

Basic: The object attribute(s), and object value(s) excluding any sensitive information (e.g. secret or private keys).

Basic: Any applicable cryptographic mode(s) of operation, subject attributes and object attributes.

Basic: All requests to perform an operation on an object covered by the SFP.

Basic: Unsuccessful generation of validity evidence.

Basic: All attempts to export information.

Basic: All decisions on requests for information flow.

Basic: The use of identified illicit information flow channels.

Basic: All attempts to import user data, including any security attributes.

Basic: All attempts to transfer user data, including the protection method used and any errors that occurred.

Basic: All attempts to transfer user data, including the integrity protection method used and any errors that occurred.

Basic: Unauthorised attempts to change the integrity protection method.

Basic: All attempts to perform rollback operations.

Basic: All attempts to check the integrity of user data, including an indication of the results of the check, if performed.

Basic: The identity of any unauthorised user or subject attempting to use the data exchange mechanisms.

Basic: The identity of any user or subject attempting to use the user data exchange mechanisms, but who is unauthorised to do so.

Basic: A reference to the names or other indexing information useful in identifying the user data that was transmitted or received. This could include security attributes associated with the user data.

Basic: Any identified attempts to block transmission of user data.

Basic: The identity of any user or subject attempting to use the user data exchange mechanisms, but who is unauthorised to do so.

Basic: A reference to the names or other indexing information useful in identifying the user data that was transmitted or received. This could include security attributes associated with the user data.

Basic: Rejection or acceptance by the TSF of any tested secret;

Basic: All use of the authentication mechanism;

Basic: All immediate measures taken and results of checks on the fraudulent data.

Basic: The result of each activated mechanism together with the final decision.

Basic: All reauthentication attempts.

Basic: All use of the user identification mechanism, including the user identity provided.

Basic: Success and failure of binding of user security attributes to a subject (e.g. success and failure to create a subject).

Basic: All modifications in the behavior of the functions in the TSF.

Basic: All modifications of the values of security attributes.

Basic: Modifications of the default setting of permissive or restrictive rules.

Basic: All modifications of the initial values of security attributes.

Basic: All modifications to the values of TSF data.

Basic: All modifications to the limits on TSF data;

Basic: All modifications in the actions to be taken in case of violation of the limits.

Basic: All attempts to revoke security attributes.

Basic: Specification of the expiration time for an attribute;

Basic: Action taken due to attribute expiration.

Basic: Execution of the tests of the underlying machine and the results of the tests.

Basic: Failure of the TSF.

Basic: the action taken upon detection of modification of transmitted TSF data.

Basic: the use of the correction mechanism.

Basic: the action taken following detection of an integrity error.

Basic: type of failure or service discontinuity.

Basic: if possible, the detection of a failure of a security function.

Basic: Detected replay attacks.

Basic: Use of the TSF data consistency mechanisms.

Basic: Identification of which TSF data have been interpreted.

Basic: Detection of modified TSF data.

Basic: Detected inconsistency between TSF data.

Basic: Execution of the TSF self tests and the results of the tests.

Basic: All TOE capabilities being discontinued due to a failure.

Basic: All attempted uses of the allocation function which involves the priority of the service functions.

Basic: All attempted uses of the resource allocation functions for resources that are under control of the TSF.

Basic: All attempts at selecting a session security attributes.

Basic: Any attempts at unlocking an interactive session.

Basic: All attempts at establishment of a user session.

Basic: All attempted uses of the trusted channel functions.

Basic: Identification of the initiator and target of all trusted channel functions.

Basic: All attempted uses of the trusted path functions.

Basic: Identification of the user associated with all trusted path invocations, if available.

Minimal: Actions taken due to imminent security violations.

Minimal: Enabling and disabling of any of the analysis mechanisms;

Minimal: Automated responses performed by the tool.

Minimal: All modifications to the audit configuration that occur while the audit collection functions are operating.

Minimal: The identity of the user who requested that evidence of origin would be generated.

Minimal: The invocation of the non-repudiation service.

Minimal: The identity of the user who requested that evidence of receipt would be generated.

Minimal: Success and failure of the activity.[cryptographic key management]

Minimal: Success and failure, and the type of cryptographic operation.

Minimal: Successful generation of validity evidence.

Minimal: The identity of any user or subject using the data exchange mechanisms.

Minimal: Successful recovery from errors including they type of error that was detected.

Minimal: the reaching of the threshold for the unsuccessful authentication attempts and the actions (e.g. disabling of a terminal) taken and the subsequent, if appropriate, restoration to the normal state (e.g. re-enabling of a terminal).

Minimal: Detection of fraudulent authentication data.

Minimal: Attempts to reuse authentication data.

Minimal: All offered and rejected values for a security attribute;

Minimal: All rejected values of TSF data.

Minimal: Unsuccessful revocation of security attributes.

Minimal: modifications to the group of users that are part of a role.

Minimal: unsuccessful attempts to use a role due to the given conditions on the roles.

Minimal: explicit request to assume a role.

Minimal: The invocation of the anonymity mechanism.

Minimal: The subject/user that requested resolution of the user identity should be audited.

Minimal: The invocation of the unlinkability mechanism.

Minimal: The invocation of the unobservability mechanism.

Minimal: The observation of the use of a resource or service by a user or subject.

Minimal: the absence of TSF data when required by a TOE.

Minimal: the detection of modification of transmitted TSF data.

Minimal: if detection by IT means, detection of intrusion.

Minimal: detection of intrusion.

Minimal: the fact that a failure or service discontinuity occurred.

Minimal: resumption of the regular operation.

Minimal: if possible, the impossibility to return to a secure state after failure of a security function.

Minimal: failure to receive an acknowledgement when expected.

Minimal: changes to the time.

Minimal: restoring consistency upon reconnection.

Minimal: Any failure detected by the TSF.

Minimal: Rejection of operation based on the use of priority within an allocation.

Minimal: Rejection of allocation operation due to resource limits.

Minimal: All failed attempts at selecting a session security attributes.

Minimal: Rejection of a new session based on the limitation of multiple concurrent sessions.

Minimal: Locking of an interactive session by the session locking mechanism.

Minimal: Termination of an interactive session by the session locking mechanism.

Minimal: Denial of a session establishment due to the session establishment mechanism.

Minimal: Failure of the trusted channel functions.

Minimal: Identification of the initiator and target of failed trusted channel functions.

Minimal: Failures of the trusted path functions.

Minimal: Identification of the user associated with all trusted path failures, if available.
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� See Appendix B for a list of basic-level auditable events.
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