DII COE Toolkit Technical Working Group (TWG) Meeting Minutes

Meeting Date: 1 June 2000

Meeting Location: DISA OSF in Sterling, VA

Attendees: See Attachment 1

1. The meeting started with a brief introduction by MAJ Bobby Myers – the new TWG chairman.  Then, in turn, each attendee introduced themselves to the group.  MAJ Myers noted he was taking over the TWG leadership from Clyde Wurster.  Clyde is now the COE’s Lead Security Engineer and no longer has the time to lead the TWG.  Clyde gave a brief recap of TWG activities over the last year, to include a summary of the Feb 00 meeting.

2. Steve Cornio (and Jack Chandler) gave an update on the status of ACAT.  They report that work continues.  ACAT now checks approximately half of the 68 items of the consolidated checklist.  This latest version of ACAT does not check LOGO compliance.  Clyde added that the goal (of ACAT) is to check as many compliance items as possible via an automated fashion.  Clyde went on to give a brief recap of the ACAT history.  Jack gave an explanation of the 3 questionnaires which must be completed when using ACAT and why the tester questionnaire is a deliverable.

Some points covered included:

· Originally intended to be a fully automated checklist of the I&RTS items – now split into a driving engine and a separate compliance data file.

· Focus is on the consolidated checklist agreed upon by the service and agencies, not the 300 odd appendix B I&RTS items.  Eric Krum stated that Air Force will continue to check compliance for the entire I&RTS Appendix B.

· Tool requires new version of Java but appears to be stable.

· Of the 68 consolidated checklist, approximately half are implemented.

· Test suite is based on the 4.0 I&RTS, but there is also a 3.1 based suite.

· No logo compliance in the tool.

· PASS/FAIL no longer being issued but rather a COMPLETED status.  COE (or other) Engineering may decide that certain compliance failures are not sufficient to stop fielding of an operational product.  GCCS and DII COE will use the same product except in the area of security where GCCS is more stringent.

3. Steve next gave an update on his work on Toolkit Sample Segments and increasing the number available.  In response to a question, Steve discussed why the Comp Table is still in the SegInstall, but not used.  Ileana Reisch asked to ensure Steve included comments with the Samples to ensure clarity of each Sample’s purpose and possible use.  Clyde then solicited the group for any sample segments they had or thought should be included; individuals should deliver their candidate segments to Steve.

Some points covered included:

· Developed on the 4.2.0.0P2 baseline, to be delivered to JPL for inclusion in the next patch release (Oct 00)

· New sample segments to include:

· Data (Bind)

· COE component (CompTable no longer used)

· New SegInfo descriptor sections:

· AppPaths – add executables to NT path

· Bind – used for late binding of groups by a system integrator

· Community – modify ‘community’ files

· Comm.deinstall – unmodify ‘community’ files

· Help – install help files

· Network – Hosts, NFS mounts, Servers

· Processes – Boot, Background, Periodic

· Registry – add entries to NT registry

4. Clyde (and Matt O’Brien) then presented a demo on VerifySegSecurity.  Clyde said the objective is for VerifySegSecurity plus any published manual procedures to a segment’s security compliance.  Right now, VerifySegSecurity only checks Solaris 7 & HP-UX 10.20 code.  Clyde said Change 1 to the IRT&S will contain new checks for WinNT.  

Some discussion points included:

· The VerifySegSecurity Tool is not a segment and can be loaded on a non-DII COE machine.

· Tool is strictly for Solaris 7 & HP-UX 10.20 although HP-UX 11 and Solaris 8 are planned.

· For NT 4.0 COTS products are used.

· When I&RTS, change 1 is published new, complementary, UNIX permissions will be published.

· Tool should be loaded in a directory with root access, so that the tool may not be user by all to uncover vulnerabilities. 

· A User’s Manual for the tool is available to assist developers with such points.

· Tool uses two compliance tables (either of may be empty): Chief Engineer Compliance Table from the I&RTS Chapter and a System Integration Compliance Table that may be used for system specific entries that are possibly more restrictive.

· The report is formatted so that the 12 critical WARNINGS are located at the front of the report.  Without a waiver, these critical warnings will cause the segment to be rejected.  The term WARNING is used rather than FAILURE since the final release-ability decision rests with the appropriate Chief Engineer.

· Compliance table criteria may be used to minimize the number of failures generated by COTS products.

Miscellaneous comments:

· FileAttribs is required for GOTS segments in 4.x.

· There is no check for mobile code.

· No resolution of the conflict between DII COE & GCCS with respect to the banning of C-Shells.  NSA guidance was to minimize the penetration of vulnerability of the C-Shell.  GCCS has guidance above and beyond that of NSA; it bans the use of C-Shells altogether.

· Tool does not check for safe scripting practices

· SPCONFIG is available on Unix systems to address the need for an entire system security settings as opposed to a single segment.

· Tool and the User Manual scheduled to be available in approximately 4 weeks

5. The group conducted wrap-up discussion.  Some of the items discussed included:

· How often to meet.  MAJ Myers stated the TWG task list is very short and thus the group would initially probably only meet quarterly.  But there was a AOG tasking on horizon that may necessitate the TWG to meet on 6 July (See Attachment 2).

· SAIC is moving away from abbreviated segmentation.  Issues have arisen with following the COTS vendor’s installation by the running the abbreviated segment that validates the correct version of COTS is loaded in the PreInstall.  This sequence is no longer mandated in the 4.0 I&RTS.

· MAJ Myers asked for ideas for future meetings.  Some discussion ensued about the scope of the Toolkit TWG’s responsibilities and Charter.  There were comments about whether or not the COEInstaller belonged to the Toolkit TWG or lay with the Kernel TWG.  Air Force representative, suggested that a very useful activity would be to investigate and document DISA’s guidelines for the format of toolkits (i.e., are toolkits segments or tar files and what might be the implications to DISA CM, what are “extended toolkits” which have been defined for real time to include the segment directory structures, SegDescrip etc, but not be built with MakeInstall, what is the status of UnMakeInstall, etc).

6. MAJ Myers covered the Action Items generated (see Attachment 3). The meeting adjourned at 1115 hrs.  Next meeting date TBA.
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Attachment 2

SRS tasking

At the 25 May Kernel TWG meeting, there was a discussion of the Kernel SRS.  It will document platform capability, kernel APIs (abstracted services to be provided by the OS), and kernel applications to be provided by other vendors (such as Tivoli and CA Unicenter). 

In order to ensure that the Kernel SRS incorporates the appropriate requirements from the other SRSs, the TWG Chairs received the following tasking:  review your TWG’s SRS for interactions with the OS.

This is your chance to “get in on the ground floor” and affect Kernel design and development.   The Tools SRS is located at http://diicoe.disa.mil/coe/aog_twg/twg/dcttwg/dansrs.html.  

The SRS is still in draft form and not yet signed/approved.  One of the outcomes of the tasking will be a final Tools SRS.  Please review the SRS per the tasking and provide your feedback to me NLT 5 Jul 00.  Just copy the requirement(s) from the SRS, insert your change(s), paste it into an email, and send it to me.

Additionally, Please review the SRS for any new requirements and bring any requests to the next meeting. These requirements should be at the same level as the requirements listed in section 3.2. If you would like to help with the other sections in preparation for the next meeting, the standard that the document is written to is DD Form 1664--or-- DID # DI-IPSC-81433. 

Thanx..

Bobby


Attachment 3

Action Items

As of 1 Jun 00

AI #
Date Assigned
Date Due
POC
Description
Status

1
1 Jun 00

All
Submit questions/issues from the past 12 months that need to be resolved.


2
1 Jun 00

Cornio
Get JPL Tools engineer present at the next meeting


3
1 Jun 00

Myers
Is there a newsgroups for Tools


4
1 Jun 00

Wurster
Provide the Consolidated Checklist to the group


5
1 Jun 00

Cornio, Chandler
Det’m the estimated release date for ACAT


6
1 Jun 00

Cornio, Myers
Det’m if DISA’s guidelines for the format of toolkits is documented


Approved for public web release

