
Critical Design Review (CDR) Requirements   

for COE Components 

This paper describes the requirements for CDRs for all COE components. 

A Critical Design Review is held in order for the COE Chief Engineer to approve the implementation of and grant any waivers for new or re-architected segments.  The goal of the design review is to understand how the component being reviewed works and how it is structured, both architecturally and as a segment.  A CDR must be held before a segment will be added to the COE Build Lists.  Before a CDR is held for a COE component, the applicable COE Technical Working Group (TWG) must first review and approve the component segment.

 

The following general topics provide information to guide you through a CDR.  

Design Review Topics:

Provide a brief overview/description/identification of the segment that is being reviewed.  Include who the sponsor is, if applicable.

1. Architecture: Discuss the design of the component and how the component works as an application (client/server/standalone, connectivity requirements).  The developer can describe the architecture by using text, flow charts, diagrams, or other visual aids as appropriate.  Does the software contain a Java Runtime Environment (JRE)?  If so, what version?  If a Windows segment, how does the JRE appear in the registry?  If the segment contains an embedded JRE or other COTS/freeware software, identify the specific version of the COTS or freeware that is included.

2. Resource Information: Discuss the resource estimates with respect to memory, tape, disk, performance, data file sizes, etc.  Document disk space requirements during and after installation.

3. Network Discussion: Discuss how the segment is distributed around the LAN/WAN, what servers it expects to access, and the flow of how configuration and execution takes place.  If client/server, how does the client find the server, etc.?  Discuss bandwidth utilization issues and the impact of specific implementation (Broadcast, Push/Pull, etc.).

4. Security Architecture: Discuss (as applicable) the strategy for rwx permissions on files, auditing, etc.  Please include list of files/directories with special permissions required.  You may want to use the results of ValidateSegSecurity (or another tool) to help you provide input for this topic.

Software delivery cannot be scheduled until a complete list of directories, files, and permissions has been provided and approved if a waiver is requested for any of the following I&RTS Appendix B compliance items:  3-15, 5-8, 5-16, 5-16a, 5-16b, 5-23, 5-113, 6-5, or any of the items listed on the Security Compliance Item Reference (see Security Compliance Waiver Request below).

5. Segment Format: Discuss how this effort is packaged into segments, including segment types.  Provide the following information for each segment: segment name, segment prefix, segment version number, COTS version number (if applicable), platform (e.g., Solaris 2.5.1/7/8, HP/UX 10.20/11.00, NT 4.0), COE baseline (e.g., 3.1, 4.3), and anticipated delivery date.

6. COE Compliance: Document the target level of COE compliance and the strategy to achieve level 7/8.

7. Standards Compliance: Provide a Joint Technical Architecture (JTA) Compliance Matrix listing the JTA standards for the specific capabilities provided by the segment, whether the segment supports those standards, and an explanation justifying any that it does not support.

For a list of the JTA standards, see Appendix B: List of Mandated Standards and Sources at the following URL: 

http://www-jta.itsi.disa.mil/ Ensure you designate the version number and date when completing the matrix.

Look for those that apply to your segment.  Cut and paste the data listed under "JTA Section & Service Area" and "Currently Mandated Standard, Title & Date" into your own file.  Add additional columns for "Standard Met" and "Justification".  Put "Yes" or "No" as appropriate in the "Standard Met" column.  If your segment does not use one of the applicable standards, provide an explanation why in the "Justification" column.  Example justification:  "This standard has not been accepted by the collaboration community and no COTS product available supports this standard.  Instead, XX-XX 9999 Standard Name is supported".

Sample:

Joint Technical Architecture Standards Compliance

SEGMENT NAME:
SAMPLE  SEGMENT


SEGMENT PREFIX:
SAMPLE

SEGMENT VERSION:
1.0.0.0

	JTA Section & Service Area
	Currently Mandated Standard, Title, & Date
	Standard Met
	Justifica

tion

	2.2.2.2.1.4.8 Atmospheric and Oceanographic Data Interchange
	FM 92-X Ext. GRIB WMO No. 306, Manual on Codes, International Codes, Volume I.2 (Annex II to WMO Technical Regulations) Parts B and C
	Yes
	

	
	FM 94-X Ext. BUFR WMO No. 306, Manual on Codes, International Codes, Volume I.2 (Annex II to WMO Technical Regulations) Parts B and C
	Yes
	

	2.5.2.3 Symbology
	MIL-STD-2525B, Common Warfighting Symbology, 30 January 1999
	Yes
	


8. External Software Requirements: List all COTS or operating system items required by the segment to make it work.  Include commercial version numbers for the COTS products.

9. Segment Dependencies: Discuss the dependencies and/or conflicts as documented in the SegDescrip files.

10. Functional Duplication: (GOTS Segments Only) List the current segments that have functions or features the proposed effort may duplicate and a rationale for duplication.  List the strategy for resolving duplication.

11. Keyboard Mappings: List all the assumed keyboard mappings to be added to the system.

12. GUI Issues: Discuss any taking over of the palette (color map).  If the product can use an extreme amount of colors, is it configurable?

Provide information on the Section 508 compliance status of the software.  Possible statuses are “Compliant”, “Not Compliant”, and “Not Assessed”.  Some customers may use 508 compliance as a criterion for their procurement decisions.  See http://www.section508.gov/ for information on the law and http://www.itic.org/policy/vpat.html for a template that can be used to assess accessibility.  

13. Menu/Icon Additions: Discuss any menus or icons that are added to the system by the application.

14. Installation Process: Discuss installation flow, especially with respect to duties for the segment's PostInstall and processes when the segment is replaced or updated in the field.  Tie the segment format (Topic #5) in with the architecture (Topic #1).

Systems may want to remotely install segments using a software distribution tool.  In order for this to work, segments must be designed to be installed remotely in silent mode.  A remote silent installation means that there is no knowledgeable person on the receiving machine who can interact with a GUI interface during installation.  For maximum flexibility, the segment should be designed so that it checks for a configuration file, uses the content of that file, if present, or prompts for input if it is absent.  Do you plan to support remote silent install?  If so, describe the implementation approach.  If not, document in the SVD and IP that the segments require interaction at install time.

15. User Interface: Walk through the graphical user interface and identify style guide issues. 

16. Testing Requirements: Discuss the testing that has been done.  Discuss functional testing completed by the sponsor.  Discuss certification testing completed, if applicable.

17. Risks: Document the risks associated with development and fielding of the segment.  For COTS products, document what the mechanisms are for notifying users of security vulnerabilities and for addressing them.  

18. Approval Items: List any items that require COE Chief Engineer approval per the DII COE Integration and Runtime Specification (I&RTS).  Examples of these items include boot processes, background processes, shared memory requirements, and the $ROOT directive.  Include an explanation of why the waiver/approval is needed as well as the Appendix B text and item number(s).

19. Software Licensing Issues: Highlight COTS licensing requirements, if applicable.  Elaborate on the license scheme used by the product line (i.e., software key, node locked, server only, etc.).  COE requires two licenses.

20. Exportability/Releasability: Document whether the component is exportable to foreign entities.  If the software is exportable to a subset of countries, list each country by name.  Provide clarification on the Foreign Military Sales restrictions (i.e., list the specific countries to which distribution is authorized without restriction).  Document whether the software is classified.  If the software contains any encryption algorithms, identify the level of encryption (40-bit, 56-bit, 128-bit). For additional information on export restrictions, reference the following URL: http://www.bxa.doc.gov/Encryption/Default.htm

21. Requirements Validation: Document which technical working groups (TWGs) have reviewed the component.  Provide the TWG chair(s) with a mapping (e.g., Requirements Traceability Matrix) to show all the Software Requirements Specification (SRS) requirements satisfied by the component.  

22. Documentation: Based on the delivery checklist in the Configuration Management Software and Documentation Delivery Requirements, list the documents that will be delivered and the documents that will be requested to be waived for each segment.  Also, map any COTS documents to the appropriate CM requirements to ensure they will be understood at delivery time. 

Additional COE Requirements:

1. DII COE I&RTS (version as directed) Appendix B: Provide a completed copy of this appendix showing all items as true, not applicable, or requested to be waived.

2. Security Waiver Form (version as directed): Provide a completed copy of the description and justification part of the form below for all applicable items.

Additional GCCS-Unique Critical Design Review (CDR) Information:

In some cases, GCCS may plan to use a COE component and contact the component developer prior to the Preliminary Design Review (PDR).  In that case, the developer may choose to provide this GCCS-unique design information as a part of the standard CDR instead of at a separate review.  The COE Chief Engineer does not require this information and the developer's support of this additional information is entirely optional.

GCCS-Unique Requirements:

Software Licensing Issue: Both COE and GCCS require two licenses.  For segments being delivered for both COE and GCCS, four licenses are required.

Requirements Validation: Document how the GCCS Engineering Recommendation has been tied to the Joint Staff RID List, Security Finding, or other requirement.
Documentation: Be aware that for segments being delivered for both COE and GCCS, documents need to be provided only once, as standard COE documents.  Also, the developer needs to deliver only one set of waiver requests.

Compliance Checklist: Provide a completed soft copy of the GCCS Standard Segment Compliance Checklist (version as directed) from the following URL:

http://gccs.disa.mil/gccs/compliance/blk40_r3.htm
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