Validation Procedure for DII COE Kernel Platform Compliance:  System Administration


Test Title:  System Administration Validation Procedure

Candidate Platform: ___________________________________________

Date: ____________________________________

Tester: _____________________________________________________

Estimated Runtime: __30 minutes _____________

Start Time:  ________________
End Time:  ____________________

Actual Runtime: ___________________________

Test Site/Organization: ________________________________________

Overall Test Result:  Circle One:  PASS / FAIL

Configuration Validated

Hardware Platform: ___________________________________________

System Software: ___________________________

Network Type: _______________________________________________

Printer: ___________________________________

Local Devices (if any): _________________________________________________________________________________________

Test Purpose/Scope:  This test verifies System Administration functionality as defined by the requirements in the DII COE I&RTS (Revision 3.0, dated July 1997).

Description: The System Administration functionality provides the basic desktop functionality which includes the icons and menus that are available when the user logs in as sysadmin.

These test procedures exercise the following basic functionality, with the relevant test steps identified in parenthesis:


-Login (A), and Logout (Z)


-Verify Menu Options (A)


-CDE (B)


-Application Manager (C)


-Command Line Access (D)


-System Time (E)


-Verify File Manger Access (F)


-System Exit (G)


-Shutdown System (H)


-Reboot System (I)

Overall Test Result:  The overall PASS/FAIL result for this test is determined as follows:  The overall test result is "PASS" if and only if all steps marked as PASS/FAIL steps in the Observed Result column, have a test step "PASS" result.

Test Step Results:  For each step with a "Circle One:  PASS/FAIL" in the Observed Result column, the tester compares the directly observed Candidate Platform behavior with the "PASS" criteria.  Unless other PASS criteria are noted in the test step, the test step result is "PASS" if and only if the Candidate Platform presents all of the behaviors and conditions described in the Expected Result column for that test step.  The test step result if "FAIL" if the Candidate Platform fails to satisfy any of the PASS criteria.

If the test step result is "PASS", the tester will circle "PASS" and note the actual behaviors and conditions presented in the Observed Result column.  If the observed result precisely matches the expected result, the Observed Result column for the step may contain the statement "as expected."

If the test step result is "FAIL", the tester will circle "FAIL" in the Observed Result column and note the actual behaviors and conditions presented in the Observed Result column.  Additional documentation detailing the reasons for the test step failure is included in the Validation Test Report.
Note 1:  Due to the complexity of any Candidate Platform,  it is impossible to completely specify all aspects of their operation in the space provided.  Many of the expected Candidate Platform behaviors for any test step are implicitly assumed based on industry practice, commercial testing or prior testing, and may not be explicitly described in the Expected Result column.  DISA reserves the right to consider implicit as well as explicit PASS/FAIL criteria which could adversely affect the ability of the Candidate Platform to satisfy DoD mission requirements when used as a component of the DII.

If implicit PASS/FAIL criteria are involved in a "FAIL" determination, the tester will circle "FAIL" in the Observed Result column and note the objectionable behavior in the Observed Result column at the point of observation during the test.  Additional documentation detailing the full rationale for the "FAIL" determination is to be included in the Validation Test Report.

Note2:  Test steps which are "grayed out" (i.e., the entire table row is set to a gray background) are to be considered as waived by DISA for this test version only.  Grayed out test steps are not to be executed nor is observed behavior to be recorded.  These test steps may be returned to the overall test at a future date and are retained for information purposes only.  PASS/FAIL criteria identified in these test steps will not be used in the determination of the overall test result.

Note3:  The symbol “(” (inverted triangle) denotes a blank space.  The “[RETURN]” symbol denotes a carriage return.

Test Data/Media Required:
None.

Setup/Equipment Required:  Ensure the desired OS and Kernel have been successfully installed.

Required Personnel:
One tester.  The tester is assumed to be very familiar with Posix/Unix application platforms, but may not be familiar with the Defense Information Infrastructure (DII) Common Operating Environment (COE).

Step
Operator Action
Expected Result
Observed Result

A
Login (Optional)



A.1
Power on the Candidate Platform.

Optional:  Use if not already powered up.
The DII COE login screen will appear.
Startup

A.2
Login to sysadmin using the default sysadmin and appropriate password combination.

Optional:  Use if not already powered up.
Menu bar, Security Classification and CDE will appear.
Startup

ADVANCE \d3A.3
Mount the KPC directory exported from the Validation Host from an xterm window.  

Type:

su

mount  <Validation Host>: /home1/KPC /home1/KPC

exit

Optional:  Use if not already mounted.
A message confirms that the filesystem has been mounted.
Startup

A.4
Verify the following menu options appear from left to right and that when the options are selected, they bring up the appropriate window: 

Known STR: Help menu option does not work.
SA SYSTEM 

Printer

· Printer Manager

· Printer Administrator

· Printer Domain Config

Close All
All are present and when selected, they bring up a window bearing the correct title.
Circle one:  PASS / FAIL

A.5
HARDWARE
ADVANCE \d3Shutdown System

ADVANCE \d3Reboot System

ADVANCE \d3Disk Manager
All are present and when selected, they bring up a window bearing the correct title.
Circle one:  PASS / FAIL

A.6
SOFTWARE
ADVANCE \d3Segment Installer

ADVANCE \d3Segment Installation Server


All are present and when selected, they bring up a window bearing the correct title.
Circle one:  PASS / FAIL

A.7
ADVANCE \d3

ADVANCE \d3 NETWORK
ADVANCE \d3Change Machine ID

ADVANCE \d3Edit Local Hosts

ADVANCE \d3Set System Time

ADVANCE \d3Servers

· ADVANCE \d3set DNS

· ADVANCE \d3set Routes

· ADVANCE \d3set Mail

· ADVANCE \d3Set NIS

· Initialize NIS

· Add NIS Client (Sun Solaris Only)

· Remove NIS

ADVANCE \d3
All are present and when selected, they bring up a window bearing the correct title.
Circle one:  PASS / FAIL

ADVANCE \d3A.8
Verify Security Banner.

NOTE:  Please refer to the document:  Software Test Description and Report (STDR) for COE Security Banner (SECBNR), COE Update System Security Level (UPDTSL), and Security Banner Data Template (SBDATA) Version 3.4.0.1 (Solaris and HP-UX 10.20) for test procedures regarding the Security Banner.



B
CDE



B.1
Verify CDE toolbar functionality.

Minimize the toolbar by clicking the top right corner of the window.
Toolbar iconifies to the bottom left of the screen
Circle one:  PASS / FAIL

ADVANCE \d3B.2
ADVANCE \d3Relocate the toolbar window.
Toolbar relocates anywhere on the screen.
Circle one:  PASS / FAIL

ADVANCE \d3B.3
ADVANCE \d3Verify the following CDE toolbar icons are present:

· Clock

· Calendar

· File Manager 
(file cabinet w/folders out)

· Profile Manager (head)

· Text Editor (pencil & paper)

· Mail (letters)

· Printer

· Style Manager (TTT icon)

· Application Manager (Drawer/Calculator)

· Help (Books w/question mark)

· Trash Can

NOTE:  These same icons are tested for secman and kernel as well.
ADVANCE \d3Icons are present.
Circle one:  PASS / FAIL

B.4


ADVANCE \d3Verify icons for the Text Editor pop-up-menu:

Click on the triangle above the pencil & paper.

· ADVANCE \d3Text Editor

· Icon Editor
ADVANCE \d3Icons are present in pop-up-menu.
Circle one:  PASS / FAIL

B.5
ADVANCE \d3Verify icons for the Printers pop-up-menu:

Click on the triangle above the printer icon.

· Default

· Print Manger
Icons are present in pop-up-menu.
Circle one:  PASS / FAIL

ADVANCE \d3B.6
Click each icon to verify the associated window(s) appear.
ADVANCE \d3Icons are present in pop-up-menu.
Circle one:  PASS / FAIL

ADVANCE \d3B.7
ADVANCE \d3Verify icons for the Help pop-up-menu:

Click on the triangle over the books.

· ADVANCE \d3Help Viewer

· Desktop Introduction

· Front Panel Help

· On Item Help
ADVANCE \d3Icons are present in pop-up-menu.
Circle one:  PASS / FAIL

ADVANCE \d3B.8
ADVANCE \d3Close all the popup menus by clicking on the inverted triangles below the menus that popped up.
ADVANCE \d3Popup menus close
Circle one:  PASS / FAIL

ADVANCE \d3B.9
ADVANCE \d3Verify functionality of CDE programs by clicking the following icons and ensuring its associated window appears:

CalendarADVANCE \d3 ADVANCE \d3
ADVANCE \d3Calendar appears with correct date displayed.ADVANCE \d3

ADVANCE \d3

ADVANCE \d3
Circle one:  PASS / FAIL

B.10
File Manager
File manager appears.
Circle one:  PASS / FAIL

B.11
Text Editor
Text Editor appears.
Circle one:  PASS / FAIL

B.12
Mail Icon
Mail System starts up.
Circle one:  PASS / FAIL

B.13
Printer Icon
Print Jobs appears with default printer.
Circle one:  PASS / FAIL

B.14
Close all windows opened in this step.
All CDE windows will close.
Circle one:  PASS / FAIL

ADVANCE \d3B.15
ADVANCE \d3Verify that the time is displayed on the clock as expected.

NOTE:  The system may have been set up for another time zone.
ADVANCE \d3Time is displayed
Circle one:  PASS / FAIL

C
Application Manager



ADVANCE \d3C.1
ADVANCE \d3Click the Application Manager icon. (drawer with tools)
ADVANCE \d3The Application Manger window will open with the icons:  Desktop_Apps,  Desktop_Tools, DII_APPS and DII_TOOLS available.
Circle one:  PASS / FAIL

ADVANCE \d3C.2
ADVANCE \d3Verify the Presence and functionality of the Desktop_Apps folder.

 Double click the Desktop_Apps icon.
ADVANCE \d3Desktop_Apps window will appear.
Circle one:  PASS / FAIL

ADVANCE \d3C.3
ADVANCE \d3Verify the following icons are present:

· ADVANCE \d3 ".."

· ADVANCE \d3Calculator

· ADVANCE \d3Calendar

· ADVANCE \d3Dtterm

· FileManager

· Help Viewer

· Icon Editor

· Mailer

· Man Page Viewer

· Print Manager

· Style Manager

· Trash

NOTE:  A “Dtappgen” window will appear to indicate to the end user/tester that the “Application is opening” when a program is first executed.  This usually occurs to several applications after an initial installation of the DII COE Kernel.
ADVANCE \d3All icons are present.
Circle one:  PASS / FAIL

ADVANCE \d3C.4
ADVANCE \d3Ensure that each icon functions as expected. 

Double click each icon, except the .(go up) icon, to ensure the associated function is available and close each one on completion.
ADVANCE \d3All icons function as expected.
Circle one:  PASS / FAIL

ADVANCE \d3C.5
ADVANCE \d3Double click the (go up) icon.
ADVANCE \d3The Application Manager icons appear.
Circle one:  PASS / FAIL

ADVANCE \d3C.6
ADVANCE \d3Double click the Desktop_Tools.
ADVANCE \d3The Application Manager - Desktop Tools window will appear
Circle one:  PASS / FAIL

C.7
ADVANCE \d3Verify the following icons are present:

· ".."

· Clipboard Contents

· Digital Clock

· ADVANCE \d3Edit Bitmap

· Font Preview

· Refresh Display

· ADVANCE \d3Reload Actions

· Reload Applications

· Reload Resources

· Restore Front Panel

· Symbols List

· System Load

· Xwd Capture

· Xwd Display

 
ADVANCE \d3All icons are present.
Circle one:  PASS / FAIL

C.8
Verify the following additional icons are present.  (SOLARIS ONLY):


xwpick
All icons are present.
Circle one:  PASS / FAIL

ADVANCE \d3C.9
Verify the following icons are present.

 (HP ONLY):

· Archive Contents


· Archive List 

· Archive Unpack


· Check Spelling

· Compare Files


· Compress Files

· Count Words



· Disk Usage

· Edit Dtwmrc

· Environment Variables

· Folder Size

· Font List

· Search Text



· Type file

· Type and Actions 

· Uncompress File

· Window Information
 

· Window Properties

· X Server Information
ADVANCE \d3All icons function as expected.
Circle one:  PASS / FAIL

ADVANCE \d3C.10
ADVANCE \d3Verify the executability of each icon.

Double click each icon (omitting ".." (go up) to ensure the associated function is available and close each one on completion.
ADVANCE \d3All icons function as expected.
Circle one:  PASS / FAIL

ADVANCE \d3C.11
ADVANCE \d3Double-click the ".." (go up) icon.
ADVANCE \d3The Application Manager icons appear.
Circle one:  PASS / FAIL

C.12
Verify File Manager Access

Open File Manager by clicking its icon on the CDE toolbar.
File Manager appears.
Circle one:  PASS / FAIL

C.13
Select Show Hidden Options under View.
All options should now be in view.  (Full number should be represented.)
Circle one:  PASS / FAIL

C.14
Verify current directory by using the Find option under File.
Search folder (current directory) is /h/USERS/local/sysadmin/Scripts.
Circle one:  PASS / FAIL

C.15
Attempt to change directories from to anywhere above the current directory by accessing the ".." (go up) option under File.
Option is grayed out, prohibiting the action.
Circle one:  PASS / FAIL

C.16
Close the window.



ADVANCE \d3C.17
ADVANCE \d3Verify the presence and functionality of the DII_APPS folder.

Double-click the DII_APPS folder.
ADVANCE \d3The L:SA Default folder will appear.
Circle one:  PASS / FAIL

ADVANCE \d3C.18
ADVANCE \d3Verify the contents of the L:SA Default folder.

Double-click the L:SA Default folder.
ADVANCE \d3A number of icons within the L:SA Default folder will appear.
Circle one:  PASS / FAIL

ADVANCE \d3C.19
ADVANCE \d3Verify the following icons are present in the L:SA Default folder:

· Create Action


· Disk Manager

· Segment Installer

· Dtterm

· Text Edit
 

· Xterm

· Printer Manager


· Printer Administrator

· Printer Domain Config

· Shutdown System

· Reboot System


· Network Installation Server

· Change Machine ID


· Edit Local Hosts

· Set System Time


· Set DNS

· Initialize NIS



· Remove NIS

· Close All


· Server Configuration


ADVANCE \d3All icons function as expected.
Circle one:  PASS / FAIL

ADVANCE \d3C.20
ADVANCE \d3Verify the following icons are present in the L:SA Default folder (SOLARIS Only):

· Adm Tool



· Set Mail

· Add NIS Client
ADVANCE \d3All icons function as expected.
Circle one:  PASS / FAIL

ADVANCE \d3C.21
ADVANCE \d3Verify the following icons are present in the L:SA Default folder (HP Only):

System Administration Manager (SAM)
ADVANCE \d3All icons function as expected.
Circle one:  PASS / FAIL

ADVANCE \d3C.22
Ensure the functionality with each Icon in the L:SA Default folder:

Double-click each icon (omitting ".." (go up) to ensure the associated function is available and close each one on completion.

Do not click on the “Close All” icon.  This will be used as a final step prior to leaving the L:SA Default folder.

NOTE:  Do not follow through on any icon.  The idea here is to simply see if each one will perform its basic functionality.
ADVANCE \d3All icons function as expected.
Circle one:  PASS / FAIL

D
Command Line Access



ADVANCE \d3D.1
ADVANCE \d3Verify ability to access command line.

Double-click the dtterm icon in the Application Manager - DII_APPS window.
An terminal window will appear prompting for a login.
Circle one:  PASS / FAIL

D.2
Log in as sysadmin using appropriate password
Command line access is given.
Circle one:  PASS / FAIL

D.3
From the dtterm type:


pwd

and the verify home directory.
Command line accepts input.  Directory will be:

/h/USERS/local/sysadmin/Scripts
Circle one:  PASS / FAIL

E
System Time



E.1
Verify System Time.

1.  From the dtterm, type "date" and compare the output to the time shown on the Clock icon of the CDE toolbar and the menu bar.
Times will match and will be in Greenwich Mean Time (GMT).  Resulting time is in EDT.


Circle one:  PASS / FAIL

E.2
Type:  “date -u”.
Result is in UTC.


ADVANCE \d3E.3
ADVANCE \d3Close All
ADVANCE \d3Tests the ability of the system to close all windows when the option is chosen.

NOTE:  This application is highly dependent upon  whether or not certain applications will allow an external program to stop their execution.

NOTES:  

1.  The SecurityBar application will remain visible at all times.

2.  Not all windows opened will close (i.e. Segment Installer, Disk Manager, Network Installation Server, etc).
ADVANCE \d3
Circle one:  PASS / FAIL

ADVANCE \d3E.4
ADVANCE \d3From the system menu bar, click on six windows to open on the screen using all four desktops provided by the CDE.

NOTE:  Six random windows were picked to allow the tester the flexibility of the windows utilized.  Segment Installer and other programs are excluded from this operation.
ADVANCE \d3Six windows will appear in each desktop.
Circle one:  PASS / FAIL

ADVANCE \d3E.5
ADVANCE \d3From the Applications Manager window, double click on the icons to open three additional windows.
ADVANCE \d3Three additional windows appear.
Circle one:  PASS / FAIL

ADVANCE \d3E.6
ADVANCE \d3From the CDE control panel, open two windows.

NOTE:  Two random windows were picked to allow the tester the flexibility of the windows utilized.
ADVANCE \d3Two windows appear.
Circle one:  PASS / FAIL

ADVANCE \d3E.7
ADVANCE \d3Select System > Close All.

NOTE:  Only closes options available from the System Menu bar, not from the system itself.
ADVANCE \d3All windows opened from the system menu bar and Applications Manager window will close on all four desktops.  Windows selected from CDE will not be closed.
Circle one:  PASS / FAIL

ADVANCE \d3E.8
ADVANCE \d3Verify the presence and functionality of the DII_TOOLS folder.

Double-click the DII_TOOLS folder

NOTE:  The number of icons that appear are dependent upon whether or not the segment: DII COE Doc Viewer is installed.
ADVANCE \d3One (or more) icons will appear.
Circle one:  PASS / FAIL

ADVANCE \d3E.9
ADVANCE \d3Verify that the icon “Chg Password” (Change Password, is evident in the window.
ADVANCE \d3
Circle one:  PASS / FAIL

ADVANCE \d3E.10
ADVANCE \d3Attempt to change the sysadmin password by double-clicking on the Change Password Icon.

NOTE:  Write down the new password and change it back to the old password upon logging out and logging back in.
ADVANCE \d3A dialog box will appear requesting a new password for system administration (sysadmin).
Circle one:  PASS / FAIL

ADVANCE \d3F
ADVANCE \d3Verify File Manager access.



F.1
Open File Manger by clicking its icon on the CDE toolbar.
.  File manager appears.
Circle one:  PASS / FAIL

F.2
Select Show Hidden Options under View.
All options should now be in view.  (Full number should be represented.)
Circle one:  PASS / FAIL

F.3
Verify current directory by using the Find option under File
Search folder (current directory) is /h/USERS/local/sysadmin/Scripts.
Circle one:  PASS / FAIL

F.4
Attempt to change directories from to anywhere above the current directory by accessing the "Go Up" option under FILE.
Option is grayed out, prohibiting the action
Circle one:  PASS / FAIL

F.5
Close the window.



ADVANCE \d3G
ADVANCE \d3System Exit
ADVANCE \d3Tests the ability of the system to exit.ADVANCE \d3



ADVANCE \d3G.1
ADVANCE \d3Select [EXIT] button from CDE.

ADVANCE \d3
ADVANCE \d3Logout Confirmation window appears.
Circle one:  PASS / FAIL

ADVANCE \d3G.2
ADVANCE \d3Select [CANCEL]Logout.
ADVANCE \d3Window disappears.
Circle one:  PASS / FAIL

ADVANCE \d3G.3
ADVANCE \d3Select [EXIT] button from CDE.

ADVANCE \d3
ADVANCE \d3Logout Confirmation window appears.
Circle one:  PASS / FAIL

ADVANCE \d3G.4
ADVANCE \d3From the Logout Confirmation window, select [Help].
ADVANCE \d3Help window appears.
Circle one:  PASS / FAIL

ADVANCE \d3G.5
ADVANCE \d3Close the Help window.
ADVANCE \d3Window disappears.
Circle one:  PASS / FAIL

ADVANCE \d3G.6
ADVANCE \d3Select Continue Logout.
ADVANCE \d3System will exit and the CDE login screen will appear.
Circle one:  PASS / FAIL

ADVANCE \d3G.7
ADVANCE \d3Login from the CDE login screen as sysadmin.
ADVANCE \d3L:SA Default profile will load.
Circle one:  PASS / FAIL

H
Shutdown System



ADVANCE \d3H.1
ADVANCE \d3Select Hardware > Shutdown System.
ADVANCE \d3Shutdown confirmation window appears.
Circle one:  PASS / FAIL

ADVANCE \d3H.2
ADVANCE \d3Select [CANCEL].
ADVANCE \d3Window disappears and system does not shutdown.
Circle one:  PASS / FAIL

ADVANCE \d3H.3
ADVANCE \d3From another host, open an dtterm/xterm and telnet into the machine you are testing.
ADVANCE \d3The command line prompt within the dtterm/xterm window will display the name of the system under test.
Circle one:  PASS / FAIL

ADVANCE \d3H.4
ADVANCE \d3Go back to the host machine and select Hardware > Shutdown System.

NOTE:  If the segment: DII COE Menus is not installed at this point in time, use the following chain of action:

“Applications Manager -> DII_APPS -> L:SA_Default -> Shutdown System.
ADVANCE \d3Shutdown confirmation window appears.
Circle one:  PASS / FAIL

ADVANCE \d3H.5
ADVANCE \d3Select [OK].
ADVANCE \d3Connection will be closed on remote machine by shutting down host machine.   Command line message on remote machine will read "Connection closed by foreign host."
Circle one:  PASS / FAIL

ADVANCE \d3H.6
ADVANCE \d3Power down then power up the machine.
ADVANCE \d3CDE login screen appears.
Circle one:  PASS / FAIL

ADVANCE \d3H.7
ADVANCE \d3Login as sysadmin
ADVANCE \d3L:SA Default profile loads.
Circle one:  PASS / FAIL

ADVANCE \d3I
ADVANCE \d3Reboot System



ADVANCE \d3I.1
ADVANCE \d3Select Hardware > Reboot System.
ADVANCE \d3Reboot confirmation window appears.
Circle one:  PASS / FAIL

ADVANCE \d3I.2
ADVANCE \d3Select [CANCEL].
ADVANCE \d3Window disappears and system does not reboot.
Circle one:  PASS / FAIL

ADVANCE \d3I.3
From another host, open an dtterm/xterm and telnet into the machine you are testing.
Connection will be closed "Connection closed by foreign host."
Circle one:  PASS / FAIL

ADVANCE \d3I.4
ADVANCE \d3Go back to the host machine and select Hardware > Reboot System.
ADVANCE \d3Reboot confirmation window appears.
Circle one:  PASS / FAIL

ADVANCE \d3I.5
Select [OK].
ADVANCE \d3System will reboot and display the Xdm login screen. 
Circle one:  PASS / FAIL

ADVANCE \d3I.6
ADVANCE \d3Login as sysadmin.
ADVANCE \d3L:SA Default profile loads.
Circle one:  PASS / FAIL

Z
Logout (optional)

Not required.  Use if no further validation is to be done.



Z.1
Unmount the KPC directory exported from the Validation Host.  

Type:

 “umount /home1/KPC”

Not required.  Use if no further validation is to be done.
A message confirms that the filesystem has been dismounted.
Shutdown

Z.2
Select System > Close All

Not required.  Use if no further validation is to be done.
All windows close.
Shutdown

Z.3
Select Exit button from CDE.

Not required.  Use if no further validation is to be done.
Logout confirmation window appears.
Shutdown

Z.4
Select Continue Logout

Not required.  Use if no further validation is to be done.
System exits and the DII COE login screen appears.
Shutdown

End of System Administration Validation Procedure Update
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