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seq level1 \h \r0 
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seq level6 \h \r0 

seq level7 \h \r0 Scope

1.1 Identification

This document describes the installation procedures for the Defense Information Infrastructure (DII) Common Operating Environment (COE) Kernel Version 4.2.0.6. This software is intended for use on hardware running the Red Hat Linux 7.2 operating system. The DII COE Kernel Version 4.2.0.6 must be installed on top of a fresh operating system. Installation of Kernel Version 4.2.0.6 over a previous kernel version is not supported in this release.

The DII COE Kernel is a government off-the-shelf (GOTS) package that includes both GOTS and commercial off-the-shelf (COTS) software, as described in Section 1.2, System Overview.

NOTE: Throughout this document, Courier New font is used to indicate: entries to be typed at the keyboard, including command-line entries; path structures; syntax; names for files, directories, profiles, icons, buttons, panels/windows, prompts and URLs; code; material copied from text or log files; and screen text. For example: 



The file is located in the DII_DEV directory.

1.2 System Overview

The purpose of the DII COE kernel software is to provide a common base environment allowing the installation of software segments that furnish additional functionality. It is foundation for building an open system architecture that is not tied to a specific platform. 

All software intended to run in this environment, excluding the operating system, is packaged into software segments. The DII COE contains many software segments; however, not all segments are required for every application.

The DII COE kernel is the minimum set of software required on every workstation, regardless of how the workstation is used. 

1.3 Document Overview 

1.3.1 Purpose

The purpose of this document is to publish installation procedures for the DII COE Kernel Version 4.2.0.6 for Red Hat Linux 7.2. The information in this document includes known procedures for the following functions:

· Installing the operating system interactively on a local workstation

· Installing the kernel interactively on a local workstation

· Installing other important software after kernel installation

1.3.2 Documents Installed With the Kernel

No documents are installed with this kernel.

1.4 DII COE Support and Feedback

To report a problem with the DII COE kernel documentation or software, access the appropriate newsgroup link at the following Defense Information Infrastructure (DII) Common Operating Environment (COE) Newsgroup server:

coenews.ncr.disa.mil
For Linux documentation, visit the following web site:

http://www.redhat.com/docs

For a list of Red Hat-compatible hardware, visit the following web site:

http://hardware.redhat.com/hcl/

For Bastille and perl-Tk support, visit the following web site:

http://www.bastille-linux.org/

For SNARE support, visit the following web site:

http://www.intersectalliance.com/projects/Snare/index.html

2. Referenced Documents

The following documents are applicable to this document:

· The Red Hat Linux 7.2, The Official Red Hat Linux x86 Installation Guide
· Red Hat Linux 7.2, The Official Red Hat Linux Customization Guide
3. System Environment

3.1 System Requirements

3.1.1 Hardware Requirements

The following hardware components are required:

· Workstation
PC with Intel Pentium 233 MMX / 
Pentium Pro 200 or 
higher microprocessor

· Memory
64 MB or more

· Hard disk drive
2 GB or larger (10 GB is assumed in Section 4)

· Source devices
3.5-inch diskette drive; CD-ROM drive, tape drive.

Software may reside on a single disk or across multiple disks.

3.1.2 Kernel Requirements

None.

3.1.3 Operating System Requirements

The DII COE Kernel Version 4.2.0.6 requires the Red Hat Linux 7.2 Operating System (with core system component Kernel Revision 2.4.7-10) found on the following media:

· Red Hat Linux 7.2 Operating System CD 1
· Red Hat Linux 7.2 Operating System CD 2
3.2 System and Site Preparations

3.2.1 System Configuration

The DII COE Kernel Version 4.2.0.6 may be installed on top of the operating system only. 

3.2.2 Tape/Disk Preparation

Answer the following questions to prepare for system installation.

1. Is a compatible tape drive attached to the local system? If so, what is the name of the local tape device?

2. Is a compatible CD-ROM drive attached to the local system?

3. Is a compatible tape drive attached to another remote system?  If so, what is the name of the remote tape device and the IP address of the remote host?

3.2.3 Kernel Installation Preparation

If installing the DII COE Kernel Version 4.2.0.6 on a fresh operating system, answer the following questions to prepare for initial installation.

1. What is the password for the sysadmin, secman, and keyman accounts?

3.2.4 Operating System Preparation

Answer the following questions to prepare for the Red Hat Linux 7.2 initial installation.

1. What is the password for the root account? This password is required to log in the system and is defined as a final step in the Linux installation process.

2. What is the host name of the system?

3. What is the IP address of the system?

4. Does your system have more than one network adapter? If so, what is the appropriate primary network interface?

5. Does your local area network (LAN) have subnetworks? If so, what is the default netmask used on the site LAN?

6. What is the default time zone for which you are located?  What is the offset from Greenwich Mean Time?

NOTE: Mission based systems should have Offset = 0, and the Greenwich Mean Time (GMT) (now called UTC) is automatically calculated. However, Administrative (local) based systems should have the Offset value set consistent to the site policy.

7. Which drive is your boot drive?

8. Do you need to partition additional drives?

9. What is the amount of physical RAM on the workstation?

10. How much swap space is required to support all of your applications?

11. What are the sizes of the /security1 and /security2 partitions? 

NOTE:  The partitions /security1 and /security2 may be needed at a later time for security auditing.

4. Installing the Red Hat Linux 7.2 Operating System

The following procedure describes how to install the Red Hat Linux 7.2 operating system on a new workstation. These procedures do not preserve any existing data. This procedure is used in preparation for loading the DII COE kernel on a fresh operating system.

WARNING: The installation of the Red Hat Linux 7.2 operating system is intended to overwrite any data on the disk. All data will be lost.

1. Obtain the following information before installing Red Hat Linux 7.2:

· Machine name

· IP address

· Netmask address

· Boot server password (if applicable)

· Root password

· Time standard (GMT or local time zone)

· Router IP address

· Disk partitioning information.

2. Power up the system.

3. Insert the Red Hat Linux 7.2 Operating System CD 1 in the CD-ROM drive.

4. Login to the system as root.

NOTE:  The CD-ROM must be booted before the hard disk drive.  This may require a change in the BIOS setting on the system.

5. Reboot the system by typing reboot from a command prompt.

6. If a kickstart file is used (ks.cfg file which has all the options pre-configured), insert the floppy with the kickstart file in the floppy drive.
NOTE: If a kickstart file is used, some of the following windows may not appear.  In the following step, type linux ks=floppy at the boot: prompt and press Enter to perform a kickstart installation in interactive mode.
7. At the boot: prompt, press Enter.
The Language Selection window appears.

8. Confirm that English is highlighted.

9. Click Next.

The Keyboard Configuration window appears.

Linux selects the configurations that it believes are correct for the system being installed. The following are automatically selected:


Model - Generic 105-key (Intel) PC


Layout – U.S. English


Dead Keys – Enable dead keys

10. Click Next.
The Mouse Configuration window appears.

11. Select the mouse that is being used by the system, such as:

Generic/ 2 Button Mouse (PS/2).

12. If applicable, select the Emulate 3 Buttons check box.
13. Click Next.
The Welcome window appears.

14. Click Next.
The Installation Type window appears.

15. Confirm that the Install radio button is selected.

16. Select the Custom radio button.

NOTE: You must use custom install to be able to deselect MD5 encryption so that the Change Password and Assign Passwords tools will work.

17. Click Next.
The Disk Partitioning Setup window appears.

18. Confirm that the Have the installer automatically partition for you radio button is selected.

19. Click Next.

The Automatic Partitioning window appears.

20. Confirm that the Remove all partitions on this system radio button is selected.

21. Deselect any drive that is not needed for installation.

22. Confirm that the Review check box is selected.

23. Click Next.

The WARNING!! WARNING!! window appears with the message Are you sure you want to do this?
24. Click Yes.
The Disk Setup window appears.

NOTE: The following is a recommended partitioning scheme.  The partition sizes for a particular machine may vary due to hard drive size and mission.  A 10 GB drive is assumed in the following steps. The partitions /opt, /usr, /var and /tmp are included to prevent “/” from filling up.  The partition /h and /home1 are included for use by the Java-Based COE Installer (JBCI).  The partitions /security1 and /security2 may be needed at a later time for security auditing.

25. Select any old partitions that need to be removed and click Delete.

26. In the Disk Setup window, select the row with /boot in the Mount Point column.

a. Click Edit.
b. Change the Size (MB) entry to 128.

c. Click Fixed size.
d. Click Force to be a primary partition.
e. Click OK.
27. In the Disk Setup window, select the row with “/” in the Mount Point column.

a. Click Edit.
b. Change the Size (MB) entry to 512.

c. Click Fixed size.
f. Click Force to be a primary partition.
d. Click OK.
28. In the Disk Setup window, select the row with swap in the Mount Point column.

a. Click Edit.
b. Confirm that the swap size is close to 512 or twice the size of physical RAM.

NOTE:  The maximum allowable size for swap is 2 GB.

c. Click Fixed size.

d. Click Force to be a primary partition.

e. Click OK.

29. Click New in the Disk Setup window.

a. Enter /h in the Mount Point: text box.

b. Deselect any drives listed in Allowable Drives that should not be formatted.

c. Leave the Size (MB) entry at 1.

d. Click Fill to maximum allowable size.
NOTE: The size for /h should expand to what the partitions listed below don’t use.  The minimum size for /h should be 300 MB.

e. Click OK.
30. Click New in the Disk Setup window.
a. Enter /home1 in the Mount Point: text box.

b. Deselect any drives listed in Allowable Drives that should not be formatted.

c. Enter 1000 in the Size (MB): text box.

d. Click Fixed size.
e. Click OK.
NOTE: A /home2 partition may be added if desired.

31. Click New in the Disk Setup window.
a. Enter /opt in the Mount Point: text box.

b. Deselect any drives listed in Allowable Drives that should not be formatted.

c. Enter 1000 in the Size (MB): text box.

d. Click Fixed size.
e. Click OK.
32. Click New in the Disk Setup window.
a. Enter /usr in the Mount Point: text box.

b. Deselect any drives listed in Allowable Drives that should not be formatted.

c. Enter 3000 in the Size (MB): text box.

d. Click Fixed size.
e. Click OK.
33. Click New in the Disk Setup window.
a. Enter /var in the Mount Point: text box.

b. Deselect any drives listed in Allowable Drives that should not be formatted.

c. Enter 1000 in the Size (MB): text box.
d. Click Fixed size.
NOTE: If you plan to add packages later, then /var should be bigger.

e. Click OK.
34. Click New in the Disk Setup window.
a. Enter /tmp in the Mount Point: text box.
b. Deselect any drives listed in Allowable Drives that should not be formatted.

c. Enter 1000 in the Size (MB): text box.
d. Click Fixed size.
e. Click OK.
35. Click New in the Disk Setup window.
a. Enter /security1 in the Mount Point: text box.  

NOTE: This partition may be needed at a later time for security auditing.
b. Deselect any drives listed in Allowable Drives that should not be formatted.

c. Enter 50 in the Size (MB): text box.
d. Click Fixed size.
e. Click OK.
36. Click New in the Disk Setup window.
a. Enter /security2 in the Mount Point: text box.  

NOTE: This partition may be needed at a later time for security auditing.
b. Deselect any drives listed in Allowable Drives that should not be formatted.

c. Enter 50 in the Size (MB): text box.
d. Click Fixed size.
e. Click OK.
37. Click Next.
The Boot Loader Configuration window appears.

38. Confirm that the Use GRUB as the boot loader radio button is selected.

39. Click Next.

The Boot Loader Password Configuration window appears.

40. Check the Use a GRUB Password? box and enter a password and confirm it.

NOTE:  For security reasons, the GRUB password should not be the same as the root password.

41. Click Next.
The Network Configuration window appears.

42. Deselect the Configure using DHCP check box.  

NOTE:  This allows entry to all the text boxes on the Network Configuration window.

43. Confirm that the Activate on boot check box is selected.

44. Enter the appropriate information for the following, depending on site and host. 

IP Address:
123.45.67.89

Netmask:
255.255.255.0

Network:
123.45.67.0

Broadcast:
123.45.67.255

Hostname:
myhost

Gateway:
123.45.1.1

Primary DNS:
123.45.1.7

Secondary DNS:
123.45.1.6

Ternary DNS:

45. Click Next.
The Firewall Configuration window appears.

46. Select the Medium radio button in the security level section.

47. Select the Customize radio button and check all of the devices listed in Trusted devices to allow unfettered access to the serviced listed in Allow incoming.

48. Click Next.
The Additional Language Support window appears.

49. Confirm that the default language is set to English (USA).
50. Click Next.
The Time Zone Selection window appears.

51. Enter the appropriate time zone setting using one of the following procedures, depending on the site and host:

· To set to local time, do the following steps:

a. Click the Location tab.

b. Confirm that the System clock uses UTC check box is not selected.

c. Using the mouse, select the local time zone specific to your location, such as:

America/Los Angeles     Pacific Time

· To set to GMT, do the following steps:

a. Click the UTC Offset tab.

b. Highlight UTC.

c. Select the Use Daylight Saving Time (US only) check box.

d. Confirm that the System clock uses UTC check box is not selected.

52. Click Next.
The Account Configuration window appears.

53. Enter the root password in both text box fields.

54. Click Next.
The Authentication Configuration window appears.

55. Deselect the Enable MD5 passwords check box.

NOTE: You must deselect MD5 encryption so that the Change Password and Assign Passwords tools will work.

56. Confirm that the Enable shadow passwords check box is selected.

57. Confirm that the check boxes under the NIS, LDAP, Kerberos 5, and SMB tabs are deselected.

58. Click Next.

The Package Group Selection window appears.

59. Deselect the following package groups to ensure they are not installed:

· Sound and Multimedia Support

· Dialup Support

· Messaging and Web Tools

60. Select the following package group for installation:

· NFS File Server

61. Do one of the following:  

· If the machine will be used as a DNS server, select DNS File Server.
· If the machine will be used as a Web server, select WWW File Server.

62. Confirm that the following packages are also selected:

· Printing Support

· Classic X Window System

· X Window System

· GNOME

· Network Support

NOTE: The Software Development check box should be selected only if the machine is going to be used as a software development machine.  End users should not select Software Development.

63. Check the Select individual packages box at the bottom of the display.

64. Click Next.
The Individual Package Selection window appears.

65. Click the Flat View radio button.

66. Select the following packages in addition to the packages already selected:

· binutils

· dump

· mt-st

· pdksh

· sharutils

· sudo

· wu-ftpd

· xlockmore

67. Deselect the following packages:

· libpcap

· micq

· nmap

· nmap-frontend

· xchat

68. Click Next.
The Graphical Interface (X) Configuration window appears.

Linux selects the interface that it believes is correct for the system being installed.

69. Click Next.
The About to Install window appears.

NOTE: The install log file is /tmp/install.log, and the kickstart file is /root/anaconda-ks.cfg.

70. Click Next.
The Installing Packages window appears.

71. The Package Process and Total Progress bars are displayed.

The Please insert disc 2 to continue window appears.
72. Remove Red Hat Linux 7.2 Operating System CD 1 and insert CD 2 in the CD-ROM drive.

73. Click OK.
The Linux operating system continues to install.

The Boot Disk Creation window appears.

74. Deselect the Skip boot disk creation check box.

75. Insert a write-enabled floppy disk into the floppy drive.

76. Click Next.

The Creating boot disk… message appears.

The Monitor Configuration window appears.

Linux selects the monitor configuration that it believes is correct for the system being installed.

77. Click Next.
The Customize Graphics Configuration window appears.

78. Set Color Depth as desired up to the highest depth your system can handle, such as:

True Color (24 Bit)

79. Set Screen Resolution as desired up to the highest resolution that your system can handle, such as:

1024x768

80. Click Test Setting to verify the color depth and screen resolution settings.

81. Click Yes if you can see the test message.

82. Confirm that the Graphical radio button is selected under Login Type.

83. Click Next.

The Congratulations window appears.

84. Click Exit.
85. Eject the floppy disk and the CD-ROM as the system reboots.

86. Go to Section 5, Installing the DII COE Kernel to install the DII COE Kernel.

NOTE:  A change in the BIOS setting on the system may be required so that the system will boot from hard disk drive rather than CD-ROM.

5. Installing the DII COE Kernel

This section describes the installation procedures for the DII COE Kernel Version 4.2.0.6. This version of the DII COE kernel must be installed on a fresh operating system as described below. 

For instructions on installing the operating system, refer to Section 4, Installing the Red Hat Linux 7.2 Operating System.
5.1 Media Booting Procedures

None.

5.2 Installation Procedures

Follow the steps described below to install the DII COE Kernel Version 4.2.0.6 on a workstation running the Red Hat Linux 7.2 operating system only. 

5.2.1 Installing the DII COE Kernel

To install the kernel, do the following:

1. Login to the system as root.
2. Open a terminal window.

3. If using a CD-ROM, load the CD-ROM into the CD-ROM drive and type the following to mount it:

mount /mnt/cdrom

NOTE:  The kern4206_Linux_sep30.tgz file contains the install script (inst.dii) and archive file (diicoe.tar).
4. Type the following from any directory, such as /tmp:

tar xzvf  <path>/kern4206_Linux_sep30.tgz

where <path> is the path to the file kern4206_Linux_sep30.tgz, such as /mnt/cdrom.

./inst.dii

The install script will prompt for required information.

5. When the question "What media is the kernel on?" is displayed, enter 2 for Disk.

At the end of the COE kernel installation, the system reboots and the DII COE Login screen appears.

5.2.2 Installing Latest DII COE Patch Update

It is strongly recommended to install the latest DII COE Linux Patch Update segment (for Red Hat Linux 7.2) supplied by DISA, if any, after installing the DII COE kernel.
The DII COE Linux Patch Update segment, if any, corrects known problems with the operating system.

5.3 Installation Verification

None.
5.4 List of Changes and Enhancements

None.

5.5 Important Considerations

None.

6. Installing Bastille

WARNING:  This section is included as a placeholder for future work in implementing the security lockdown software Bastille.  At this time, we recommend that Bastille not be installed because the current Linux COE Kernel has not been tested with Bastille.

If installed, Bastille should be installed after the operating system, any patches and kernel have been installed. Each installation must have at least one user account available. 

NOTE:  Bastille must be installed before SPCFG.

1. Set the default directory to the directory containing the Bastille distribution:

cd /bastille/distribution/dir

For example, if Bastille is being read from a CD-ROM that has been mounted on /mnt/cdrom, enter:

cd /mnt/cdrom

2. As root, type the following, or the latest version, to install the Bastille RPM:

rpm -ivh Bastille-2.0.1-1.1.src.rpm

3. As root, type the following, or the latest version, to install perl-Tk (for the Bastille GUI):

rpm -ivh perl-Tk-800.022-11.src.rpm

4. As root, execute Bastille to configure the system by entering:

/usr/sbin/InteractiveBastille

5. If you accept the license, type "accept" at the license acceptance prompt.

6. Answer the Bastille queries as follows:

Would you like to set more restrictive permissions on the administration utilities? [N] Y

Would you like to disable SUID status for mount/umount? Y

Would you like to disable SUID status for ping? [Y] Y

Would you like to disable SUID status for at? [Y] Y

Would you like to disable the r-tools? [Y] Y

Would you like to disable SUID status for usernetctl? [Y] Y

Would you like to disable SUID status for traceroute? [Y] Y

Would you like to disable SUID status for Xwrapper? [N] N

Should Bastille disable clear-text r-protocols that use IP-based authentication? [Y] Y

Would you like to enforce password aging? [Y] Y

Would you like to restrict the use of cron to administrative accounts? [Y] Y

Do you want to set a default umask? [Y] Y

What umask would you like to set for users on the system? [077] 027

Should we disallow root login on tty's 1-6? [N] Y

Would you like to password-protect the GRUB prompt? [N] N

Would you like to disable CTRL-ALT-DELETE rebooting? [N] Y

Would you like to password protect single-user mode? [Y] Y

Would you like to set a default-deny on TCP Wrappers and xinetd? [N] Y

Should Bastille ensure the telnet service does not run on this system? [y] Y

Should Bastille ensure the FTP service does not run on this system? [y] Y

Would you like to display "Authorized Use" messages at log-in time? [Y] N

Would you like to put limits on system resource usage? [N] Y

Should we restrict console access to a small group of user accounts? [N] N

Would you like to add additional logging? [Y] Y

Do you have a remote logging host? [N] N

Would you like to disable apmd? [Y] Y

Would you like to deactivate NFS and Samba [Y] N

Would you like to disable PCMCIA services? [Y] Y

Would you like to disable GPM? [Y] Y

Would you like to deactivate NIS server programs? [Y] Y

Do you want to stop sendmail from running in daemon mode? [Y] Y

Would you like to run sendmail via cron to process the queue? [N] Y

Would you like to disable the VRFY and EXPN sendmail commands? [Y] Y

Would you like to disable printing? [N] Y

Would you like to disable user privileges on the FTP daemon? [N] Y

Would you like to disable anonymous download? [N] Y

Would you like to install TMPDIR/TMP scripts? [N] N

Would you like to run the packet filtering script? [N] N

Are you finished? Y

7. Press Save Configuration.

8. Press Apply Configuration.

9. Press Close.

10. Reboot the system.

7. Installing SNARE

WARNING:  This section is included as a placeholder for future work in implementing the auditing software SNARE. At this time, we recommend that SNARE not be installed because the current Linux COE Kernel has not been tested with SNARE.

NOTE:  SNARE must be installed before SPCFG.

1. Set the default directory to the directory containing the snare distribution:

cd /snare/distribution/dir 

For example, if SNARE is being read from a CD-ROM that has been mounted on /mnt/cdrom, then enter:

cd /mnt/cdrom

2. Logon as root user, or enter the command su - at the command prompt and enter the root password when prompted. Issue the following command as root: 
rpm -Uvh  snare-core-0.9-1.i386.rpm  snare-0.9-1.i386.rpm

3. Note that for release 0.9, the audit daemon will not be started automatically. In order to start the audit daemon, either reboot the machine or enter the following command as root:

/etc/init.d/auditd 

8. Acronyms

The following acronyms and abbreviations are used in this document.

CD-ROM
Compact Disk-Read Only Memory

COE
Common Operating Environment

COTS
Commercial off-the-shelf

DII
Defense Information Infrastructure

DISA
Defense Information Systems Agency

DNS
Domain Name Service

GMT
Greenwich Mean Time

GNOME
GNU Network Object Modeling Environment

GOTS
Government off-the-shelf

GRUB
GRand Unified Bootloader

ID
Identification

IP
Internet Protocol (as in IP address)

IP
Installation Procedures (when referring to documentation)

GNU
GNU’s Not UNIX (Free Software Foundation)




JBCI
Java-Based COE Installer

LAN
Local Area Network

LDAP
Lightweight Directory Access Protocol

MB
Megabyte

MD5
Message Digest 5

NFS
Network File System

RAM
Random Access Memory

RPM
Red Hat Package Manager

SMB
Server Message Block

SNARE
System iNtrusion Analysis and Reporting Environment

UTC
Temps Universel Coordonn (French), Coordinated Universal Time (English) or GMT


_1071908116

