Validation Procedure for DII COE Kernel Platform Compliance:  COEPromptPasswd


Test Title:  COEPromptPasswd Validation Procedure

Candidate Platform:  ___________________________________

Date:  ________________________________________

Tester:  ______________________________________________
Estimated Runtime:  __30 minutes__________________

Start Time:  ______________
End Time:  ________________
Actual Runtime:  _______________________________

Test Site/Organization:  _________________________________
Overall Test Result:  Circle One:  PASS / FAIL

Configuration Validated

Hardware Platform:  ______________________________________
System Software:  _______________________________

Network Type:  _________________________________________
Printer:  _______________________________________

Local Devices (if any):  _______________________________________________________________________________________

Test Purpose/Scope:  This test verifies the COEPromptPasswd Runtime Tool functionality as defined by the requirements in the DII COE I&RTS (Rev: 3.0 dated July 1997) Section 5.5 and Appendix C, Section C.2.30.
Description:  COEPromptPasswd is similar to COEPrompt in syntax and operation. It is intended to be used in PreInstall and PostInstall to prompt a user to enter a password. The user's response is not echoed on the screen. 

By default, COEPromptPasswd will prompt for the password, then prompt the user to enter the password again for confirmation. The flag ‑n may be used to indicate that a confirmation prompt is not desired.

System will only accept passwords between 6-14 characters long.
NOTE:  Known STR that Solaris currently returns a value of 255 instead of -1.

These test procedures exercise the following basic functionality, with the relevant test steps identified in parenthesis:


-Login (A), and Logout (Z)


-Verify Valid Parameters (B)


-Verify Valid Entries/Window Display (C)


-Verify Length of Message Strings (D)


-Verify Invalid Parameters/Entries (E)


-Verify Tool Functionality in PreInstall and PostInstall Scripts (F)
Overall Test Result:  The overall PASS/FAIL result for this test is determined as follows:  The overall test result is "PASS" if and only if all steps marked as PASS/FAIL steps in the Observed Result column, have a test step "PASS" result.

Test Step Results:  For each step with a "Circle One:  PASS/FAIL" in the Observed Result column, the tester compares the directly observed Candidate Platform behavior with the "PASS" criteria.  Unless other PASS criteria are noted in the test step, the test step result is "PASS" if and only if the Candidate Platform presents all of the behaviors and conditions described in the Expected Result column for that test step.  The test step result if "FAIL" if the Candidate Platform fails to satisfy any of the PASS criteria.

If the test step result is "PASS", the tester will circle "PASS" and note the actual behaviors and conditions presented in the Observed Result column.  If the observed result precisely matches the expected result, the Observed Result column for the step may contain the statement "as expected."

If the test step result is "FAIL", the tester will circle "FAIL" in the Observed Result column and note the actual behaviors and conditions presented in the Observed Result column.  Additional documentation detailing the reasons for the test step failure is included in the Validation Test Report.
Note 1:  Due to the complexity of any Candidate Platform,  it is impossible to completely specify all aspects of their operation in the space provided.  Many of the expected Candidate Platform behaviors for any test step are implicitly assumed based on industry practice, commercial testing or prior testing, and may not be explicitly described in the Expected Result column.  DISA reserves the right to consider implicit as well as explicit PASS/FAIL criteria which could adversely affect the ability of the Candidate Platform to satisfy DoD mission requirements when used as a component of the DII.

If implicit PASS/FAIL criteria are involved in a "FAIL" determination, the tester will circle "FAIL" in the Observed Result column and note the objectionable behavior in the Observed Result column at the point of observation during the test.  Additional documentation detailing the full rationale for the "FAIL" determination is to be included in the Validation Test Report.

Note2:  Test steps which are "grayed out" (i.e., the entire table row is set to a gray background) are to be considered as waived by DISA for this test version only.  Grayed out test steps are not to be executed nor is observed behavior to be recorded.  These test steps may be returned to the overall test at a future date and are retained for information purposes only.  PASS/FAIL criteria identified in these test steps will not be used in the determination of the overall test result.

Note3:  The symbol “(” (inverted triangle) denotes a blank space.  The “[RETURN]” symbol denotes a carriage return.

Test Data/Media Required:  Each tool may have necessary help usage information via the -h option; however additional documents may be useful for the tester. 

Setup/equipment Required:  Test segments specified in this procedure are installed under /home2/TestSegments.  All tests should be run as sysadmin the tester should log in as sysadmin.  Unless otherwise instructed, all tests should be run from the home2 sub-directory.

Required Personnel:  One (1) tester.  The tester is assumed to be very familiar with Posix/Unix application platforms, but may not be familiar with the Defense Information Infrastructure (DII) Common Operating Environment (COE).
Step
Operator Action
Expected Result
Observed Result

A
Login (Optional)



A.1
Power up the Candidate Platform.

Optional:  Use if not already powered up.
The DII COE login screen will appear.
Setup

A.2
Login to sysadmin account using the default sysadmin and appropriate password combination.

Optional:  Use if not already logged in.
Menu bar, security classification and CDE will appear.
Setup

A.3
Mount the KPC directory exported from the Validation Host from an xterm window.  Type: 

su - root

mount  <Validation Host>: /home1/KPC /home1/KPC”

exit

Optional:  Use if not already mounted.
A message confirms that the filesystem has been mounted.
Setup

B
Verify Valid Parameters

NOTE: For all tools which have an associated window,  make sure the mouse is located within the window in order for keyboard input  to be accepted.



B.1
Open XTERM

Set DISPLAY:

setenv DISPLAY unix:0.0



B.2
Verify tool supports help parameters:Type and verify:  

     COEPromptPasswd -h
The tool’s help should be displayed
Circle one:  PASS / FAIL

B3
Verify error status by typing: 

  echo $status
0 is displayed.
Circle one:  PASS / FAIL

B.4
Repeat step (a) using the - parameter.
The tools’s help should be displayed.
Circle one:  PASS / FAIL

B.5
Verify tool accepts command line input.

Type and verify:  

     COEPromptPasswd -V
The tool’s name and version number should be displayed to screen.


Circle one:  PASS / FAIL

B.6
Verify error status by typing: 

  echo $status
0 is displayed.
Circle one:  PASS / FAIL

B.7
Verify tool suppresses the verify edit field.

Type and verify:  

     COEPromptPasswd -n
The tool’s Password edit field is displayed in window, but the Verify edit field is not displayed.


Circle one:  PASS / FAIL

B.8
Type: sample in the Password field.
Verify input is displayed with  ***** 
Circle one:  PASS / FAIL

B.9
Click [OK].
Window will disappear.
Circle one:  PASS / FAIL

B.10
Verify length and text are outputted to the screen.
The number 6 will be displayed for number of characters entered, followed by the word "sample" on another line.
Circle one:  PASS / FAIL

B.11
Verify error status by typing: 

  echo $status

NOTE:   If you receive the following error message or the COEPrompt window does not appear, perform the following:

setenv DISPLAY <machine name>:0.0
0 is displayed.
Circle one:  PASS / FAIL

B.12
Verify tool accepts multiple command line parameters

Type and verify:

COEPromptPasswd -n -C 8

"Testing several parameters"
The tool's Password  edit field is displayed and limited to 8 characters wide.


Circle one:  PASS / FAIL

B.13
Type: tooltest in the Password  field.
Verify input is displayed as ********.
Circle one:  PASS / FAIL

B.14
Click [OK].
Window will disappear.
Circle one:  PASS / FAIL

B.15
Verify length and text are outputted to the screen.


The number 8 will be displayed for number of characters entered, followed on another line  by the word "tooltest"
Circle one:  PASS / FAIL

 B.16
Verify error status by typing:

     echo $status
0 is displayed.
Circle one:  PASS / FAIL

C
Verify Valid Entries/Window Display



C.1
Verify display message and allow user response. Also verify that alphanumeric passwords are accepted.

Type and verify display:

 COEPromptPasswd
A window will appear with 2 fields.


Circle one:  PASS / FAIL

C.2
In Password field.  Enter test1234.
Verify text is shown as ********.
Circle one:  PASS / FAIL

C.3
Click in Verify  field. Enter test1234.
Verify text is shown as ********.
Circle one:  PASS / FAIL

C.4
Click  OK.
Window will disappear.
Circle one:  PASS / FAIL

C.5
Verify length and text are output to the screen.


The number 8 will be displayed for number of characters entered, followed by the password test1234 on another line.
Circle one:  PASS / FAIL

C.6
Verify error status by typing: 

  echo $status
0 is displayed.
Circle one:  PASS / FAIL

C.7
Verify that special character passwords are accepted.

Type and verify display:

 COEPromptPasswd
A window will appear,


Circle one:  PASS / FAIL

C.8
In Password field.  Enter 

               Test*_1%-@
Verify text is shown as ******....
Circle one:  PASS / FAIL

C.9
Click in Verify  field.  Enter 


Test*_1%-@
Verify text is shown as ******....
Circle one:  PASS / FAIL

C.10
Click  [OK].
Window will disappear.
Circle one:  PASS / FAIL

C.11
Verify length and text are output to the screen.
The number 10 will be displayed for number of characters entered, followed by the password, "Test*_1%-@" on another line.
Circle one:  PASS / FAIL

C.12
Verify error status by typing: 

  echo $status
0 is displayed.


Circle one:  PASS / FAIL

C.13
Verify confirmation of user response.

Type:

    COEPromptPasswd
A window will appear.


Circle one:  PASS / FAIL

C.14
Type: 12345678901234567892 in the Password field.
Verify text is shown with ***.


Circle one:  PASS / FAIL

C.15
Type: 12345678901234567893 in the Verify field.
Verify text is shown with ***.
Circle one:  PASS / FAIL

C.16
Press [RETURN], [RETURN]
Password window reappears since verify is invalid.
Circle one:  PASS / FAIL

C.17
Type: 12345678901234567892 in the Password field.
Verify text is shown with ***.


Circle one:  PASS / FAIL

C.18
Type: 12345678901234567893 in the Verify field.
Verify text is shown with ***.
Circle one:  PASS / FAIL

C.19
Press [RETURN], [RETURN]
Password window reappears since verify is invalid.
Circle one:  PASS / FAIL

C.20
Type: 12345678901234567892 in the Password field.
Verify text is shown with ***.
Circle one:  PASS / FAIL

C.21
Type: 12345678901234567893 in the Verify field.
Verify text is shown with ***.
Circle one:  PASS / FAIL

C.22
Select OK to end cycle.
Steps C.14 and C.15 are re-verified
Circle one:  PASS / FAIL

C.23
Verify error status by typing: 

  echo $status
-1 is displayed.
Circle one:  PASS / FAIL

C.24
Verify valid message entry of a multi-word message containing special characters.  Type:

COEPromptPasswd “Test*_1%-@”
A window with the entered message will appear.  


Circle one:  PASS / FAIL

C.25
Enter 123456 in the Password and Verify fields.
Entry of 123456 will be accepted.


Circle one:  PASS / FAIL

C.26
Click [OK].
Window will disappear.
Circle one:  PASS / FAIL

C.27
Verify length and text entered are output to the screen.


The number 6 will be displayed for number of characters entered, followed by the actual response of 123456.
Circle one:  PASS / FAIL

C.28
Verify error status by typing: 

  echo $status
0 is displayed
Circle one:  PASS / FAIL

C.29
Verify valid message entry of single-word message with special character:

Type:  

 COEPromptPasswd %TestCase
A window with the entered message will appear.  


Circle one:  PASS / FAIL

C.30
Enter 123456 in the Password field and hit [Return] to get to activate the Verify field.
Entry of 123456 will be accepted.


Circle one:  PASS / FAIL

C.31
Enter 123456 in the Verify field .
Entry of 123456 will be accepted.
Circle one:  PASS / FAIL

C.32
Click the OK button.


Window will not disappear until the [OK] key is selected.
Circle one:  PASS / FAIL

C.33
Verify length and text entered are output to the screen
The number 6 will be displayed for number of characters entered, followed by the actual response of 123456.
Circle one:  PASS / FAIL

C.34
Verify error status by typing: 

  echo $status
0 is displayed
Circle one:  PASS / FAIL

C.35
Verify display message when single quotes used and verify user response is output to screen:Type:

COEPromptPasswd ‘single quote pass’
A window will appear with the given prompt.


Circle one:  PASS / FAIL

C.36
Type: two_words.   Enter a Password window for Password and Verify fields.
Verify text is shown with ***.


Circle one:  PASS / FAIL

C.37
Click [OK].
Window will disappear.
Circle one:  PASS / FAIL

C.38
Verify length and text entered are output to the screen.
The number 9 will be displayed for number of characters entered, followed by the actual response.
Circle one:  PASS / FAIL

C.39
Verify error status by typing: 

  echo $status
0 is displayed.
Circle one:  PASS / FAIL

D
Verify Length of Message Strings



D.1
Verify that user response can be only 14 characters long.Type:

    COEPromptPasswd
A window will appear.


Circle one:  PASS / FAIL

D.2
Type: 1234567890123456789212345678931234567894 in the Password and Verify field.
Password of more than 14 characters will not be accepted. 


Circle one:  PASS / FAIL

D.3
Enter 12345677654321 in Password and Verify fields.
Window will reappear until you enter 14 or less characters.
Circle one:  PASS / FAIL

D.4
Click [OK].

Circle one:  PASS / FAIL

D.5
Verify length and text entered are output to the screen.


The number 14 will be displayed for number of characters entered, followed by the actual response.
Circle one:  PASS / FAIL

D.6
Verify error status by typing: 

  echo $status
Status of 0 is displayed.
Circle one:  PASS / FAIL

D.7
Verify that user response of no password is accepted.

Type:

    COEPromptPasswd
A window will appear.


Circle one:  PASS / FAIL

D.8
Click [OK].
Password window is redisplayed.
Circle one:  PASS / FAIL

D.9
Repeat b) two more times.
Same as (b) above.  However on the second try the window is not displayed.
Circle one:  PASS / FAIL

D.10
Verify error status by typing: 

  echo $status

NOTE:  255 error on SOLARIS
Status of -1 is displayed.


Circle one:  PASS / FAIL

D.11
Verify tool accepts character width specified and does not accept any characters beyond that width. Verify tool accepts lack of prompt message after -C parameter

Type and verify:  

  COEPromptPasswd -C 10
A window will appear.


Circle one:  PASS / FAIL

D.12
Enter a string of characters 11 characters long in Password and Verify fields.
No characters are accepted after 10 characters. 
Circle one:  PASS / FAIL

D.13
Click [OK].


Window will disappear.  The number 10 will be displayed for number of characters entered, followed by the actual response of 1234567890.
Circle one:  PASS / FAIL

D.14
Verify error status by typing:  echo $status.
0 is displayed.
Circle one:  PASS / FAIL

D.15
Verify tool accepts character width specified and does not accept any characters beyond that width when a message prompt is provided.

Type and verify:  

     COEPromptPasswd -C 10 “Enter:”
A window will appear with appropriate message.


Circle one:  PASS / FAIL

D.16
Enter 12345678901 in Password and Verify fields.
1234567890 is accepted. A beep will occur when the user tries to enter the last 1. The eleventh character is not accepted.
Circle one:  PASS / FAIL

D.17
Click [OK].
Window will disappear
Circle one:  PASS / FAIL

D.18
Verify length and text entered are output to the screen.


The number 10 will be displayed for number of characters entered, followed by the actual response of 1234567890.
Circle one:  PASS / FAIL

D.19
Verify error status by typing: 

  echo $status
0 is displayed
Circle one:  PASS / FAIL

D.20
Verify tool will display no prompt at all if given an empty message string.

Type:

  COEPromptPasswd “”
A window with a blank message will appear.  


Circle one:  PASS / FAIL

D.21
Enter testing in Password and Verify fields.
Entry will be accepted.


Circle one:  PASS / FAIL

D.22
Click OK.
Window will disappear.
Circle one:  PASS / FAIL

D.23
Verify length and text entered are output to the screen.
The number 7 will be displayed for number of characters entered, followed by the actual response of testing.
Circle one:  PASS / FAIL

D.24
Verify error status by typing: 

  echo $status
0 is displayed
Circle one:  PASS / FAIL

D.25
Verify tool functions correctly with a very long message string (214 characters) and properly uses ' \ ' to wrap lines.

Type:

COEPromptPasswd<space> "COEPromptPsswd is similar\ to COEPrompt in syntax and\ operation. It is intended\ to be used in PreInstall\ and PostInstall to prompt\ a user to enter a \ password.  The user's\ response is not echoed on\ the screen." 

Note: User needs to press [Return] after the back slash (\) when typing in the message.
A window with the entered message will appear.  


Circle one:  PASS / FAIL

D.26
Enter testing Password and Verify fields.
Entry of test will be accepted.
Circle one:  PASS / FAIL

D.27
Click [OK].
Window will disappear.
Circle one:  PASS / FAIL

D.28
Verify length and text entered are output to the screen.
The number 7 will be displayed for number of characters entered, followed by the actual response of testing.
Circle one:  PASS / FAIL

D.29
Verify error status by typing: 

  echo $status


0 is displayed
Circle one:  PASS / FAIL

E
Verify Invalid Parameters/Entries



E.1
Verify tool returns error when embedded spaces used:

Type:

  COEPromptPasswd - V
The tool’s help information should be displayed to screen.


Circle one:  PASS / FAIL

E.2
Verify error status by typing: 

  echo $status
-1 is displayed.


Circle one:  PASS / FAIL

E.3
Type:
  COEPromptPasswd - 12345
The tool’s help information should be displayed to screen.
Circle one:  PASS / FAIL

E.4
Verify error status by typing: 

  echo $status

NOTE:  255 error on SOLARIS
-1 is displayed
Circle one:  PASS / FAIL

E.5
Verify tool functions correctly with invalid parameters:

Type:

  COEPromptPasswd -_K
In both cases, the tool’s help information will display and an error status of  -1 will be returned.
Circle one:  PASS / FAIL

E.6
Verify error status by typing: 

  echo $status

Circle one:  PASS / FAIL

E.7
Type:

  COEPromptPasswd -WW

Circle one:  PASS / FAIL

E.8
Verify error status by typing: 

  echo $status

Note: Currently parameters are shown as prompts. 0 is shown as status.

Circle one:  PASS / FAIL

E.9
Verify tool returns error when invalid parameter given.

Type:
  COEPromptPasswd -Z
The tool’s help information should be displayed to screen.


Circle one:  PASS / FAIL

E.10
Verify error status by typing: 

  echo $status
-1 is displayed.
Circle one:  PASS / FAIL

E.11
Type:
  COEPromptPasswd -P
The tool’s help information should be displayed to screen. 
Circle one:  PASS / FAIL

E.12
Verify error status by typing: 

  echo $status
-1 is displayed.
Circle one:  PASS / FAIL

E.13
Type:
  COEPromptPasswd -”-”
The tool’s help information should be displayed to screen.
Circle one:  PASS / FAIL

E.14
Verify error status by typing: 

  echo $status

Note: Currently parameters are shown as prompts. 0 is shown as status.
-1 is displayed.
Circle one:  PASS / FAIL

E.15
Verify invalid message entry from multi-word message not in quotes:

Type:  

  COEPromptPasswd Testing multiple words not in quotes
The tool’s help information should be displayed to screen.
Circle one:  PASS / FAIL

E.16
Verify error status by typing: 

  echo $status

NOTE:  255 error on SOLARIS
-1 is displayed.
Circle one:  PASS / FAIL

E.17
Verify tool returns help for invalid entry of -C parameter and prompt message but no width specified.

Type:  

  COEPromptPasswd -C Test
Tool indicates an invalid value for -C.  Value for -C must be a numeric value greater than zero.

Circle one:  PASS / FAIL

E.18
Verify error status by typing: 

  echo $status

NOTE:  255 error on SOLARIS
-1 is displayed.
Circle one:  PASS / FAIL

E.19
Verify tool ignores message when provided with the help parameters.

Type:
COEPromptPasswd -h “Testing invalid case with -h and a message”
The tool’s help information should be displayed to screen.


Circle one:  PASS / FAIL

E.20
Verify error status by typing: 

  echo $status
0 is displayed.


Circle one:  PASS / FAIL

E.21
Verify tool accepts COEPromptPasswd command.

Type:


COEPromptPasswd -h
Tool’s help should be displayed.


Circle one:  PASS / FAIL

E.22
Verify error status be typing:

  
echo $status
0 is displayed.
Circle one:  PASS / FAIL

F.
Verify tool functionality in PreInstall and PostInstall scripts.



F.1
Verify valid tool usage during installation of test segment.Using SegmentInstaller, select INDIA6 for installation:
Execution of the PreInstall and PostInstall scripts will call the COEPromptPasswd tool prompting the user for a password.
Circle one:  PASS / FAIL

F.2
When prompted for the password, enter test1234 in Password field
Verify text is shown with ********
Circle one:  PASS / FAIL

F.3
Enter test1234 in Verify field
Verify text is shown with ********
Circle one:  PASS / FAIL

F.4
Click [OK].
NOTE:  Refer to SegmentInstaller test procedure for instructions on installing segments.
Window will disappear


Circle one:  PASS / FAIL

F.5
Using SegmentInstaller, select INDIA6 for deinstallation.
Test segment INDIA6  will be removed.
Circle one:  PASS / FAIL

Z
Logout (optional)

Not required.  Use if no further validation is to be done.



Z.1
Unmount the KPC directory exported from the Validation Host.  Type:

 umount /home1/KPC

Not required.  Use if no further validation is to be done.
A message confirms that the filesystem has been dismounted.
Shutdown

Z.2
Select System > Close All

Not required.  Use if no further validation is to be done.
All windows close.
Shutdown

Z.3
Select Exit button from CDE.

Not required.  Use if no further validation is to be done.
Logout confirmation window appears.
Shutdown

Z.4
Select Continue Logout
Not required.  Use if no further validation is to be done.
System exits and the DII COE login screen appears.
Shutdown

End of COEPromptPasswd Validation Procedure
COEPromptPasswd Validation Procedure Update
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